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 Describe where and how information is stored. 
Objective: To safeguard against unauthorized access and modification at rest (both physical and electronic 
information). 
 
Information for all aspects of the YLC electronic processing of orders are stored on the YG 
network, ICT data centre. No encryption is used for stored data.  Labels and packing slips are 
printed at the time of completing orders for delivery, and affixed to packages that are stored in 
the YLC warehouse cannabis vault. For in-store pickup of orders, packages are securely delivered 
to the YLC cannabis store and retained in the secure cannabis storage area until the respective 
customer attends to retrieve their order. 

 Describe the physical security measures taken to protect the personal information.   
Objective: To protect the actual computer hardware, software, data and information from physical damage 
or loss due to natural, human, or environmental threats.  

All eCommerce product and physical paperwork (i.e. labels and packing slip) will be confined to 
the cannabis warehouse vault. 

• Do physical security measures include  
o Locked cabinets? Yes 
o Locked office doors? Yes 
o Pass cards?  
o Motion detectors and other intrusion alarm systems?  

 
o Procedures for visitors? Yes – sign-in / Visitor Badge 

• Do physical security measures for workstations include: 
o Publicly accessible service counters kept clear of personal information? Yes 
o Situating workstations so visitors cannot read screens? Yes 
o Enable password protected screen savers? Yes 

• Is there a nightly closing protocol requiring employees to:  
o Clear all personal information from desks and place files containing personal 

information in locked filing cabinets? Yes 
o Lock all office doors and cabinets?  Vault and critical Offices – President, Directors, 

HR are all locked 
o Log out of all computers? Yes 
o Remove all documents containing personal information from fax machines and 

printers? Yes 
o Set intrusion alarms (where installed)? Yes 

• Are users aware of how to securely dispose of information or equipment? 
o Is a policy or procedure in place regarding the secure disposal of personal information 

or sensitive business information? Does the policy or procedure include: 
 A requirement to identify which types media will require secure disposal; and 

Yes (Label & Packing Slip) 
 The disposal of the information has been logged in order to establish an audit 

trail Yes (SMS & Sales Tracking System) 
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 Describe the technical security measures taken to protect the personal information. 
Objective: To secure the information system and the networks on which the data and information reside. 
 

•  
 
 
 

 
 

  
 

 
 

 
 

  
 

 
 

  
  

 
  

 
 
 

 
 

  
 
 
 

 
   

  
 

 

 Describe the administrative security measures taken to protect the personal 
information. 
Objective: To control human behaviour through clearly written policies and procedures. 
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• Are employees aware of or affirmed in writing they have read and understood corporate 
privacy policies for HIPMA or ATIPP? Yes – all YLC employees must complete training at time 
of hire  
 

• Are agreements in place for information exchanged between your department and another 
party, and that these agreements fulfill the requirements of the governing privacy legislation? 
Yes – there are agreements in place between YLC and YG and HPW ICT 
 

• Do all contracts that involve personal information contain a privacy protection schedule? Yes 
o Are contractors required to comply with the organization’s privacy and security 

policies or equivalent policies to ensure that contractors are bound by the same 
legislated privacy standards as the organization? Contractors are required to comply 
with YG Guidelines for using computers and a Network access agreement. 
 

o Are contractors and other third parties required to return personal information to the 
contracting organization upon completion of the contract? Yes 

 
o If not required to return the information, are contractors and other third parties 

required to securely destroy, using an approved method, the information at the 
completion of the contract? Yes 

 
o Are there regular inspections and/or audits (scheduled and unscheduled) of 

contractors and third parties to ensure compliance with security and privacy 
standards? There are scheduled audits of access logs as well as security reviews. 
There are unscheduled checks on compliance with privacy standards. 

 
o Are there contractual provisions in place to control outsourcing of any role involving 

personal information to sub-contractors? Per contract, subcontractors are only 
permitted with written consent from YG. 

 
o Are contractors required to complete privacy training? No. 

 
• Has training been implemented for all employees, data custodians and management to 

ensure they are aware of and understand permitted access, use and disclosure of personal 
information? Yes – all YG employees must complete training at time of hire 
 

• Has training been implemented for all employees, data custodians and management to 
ensure they are aware of and understand requirements for password maintenance and 
proper password security? Yes – all YG employees must complete training at time of hire 

 
• Are employees required to sign confidentiality agreements? Yes 

 
• Are potential employees who will have access to personal information adequately and 

appropriately screened? N/A to this initiative as no “potential employees” are involved. 
 

• Is there a process to ensure immediate recovery of keys and pass cards, and the revocation 
of access privileges and appropriate notification of security personnel when a termination 
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If age calculates as under 19 the following message is displayed: 

 
 
 
If age calculates as 19 or over, the customer has the option to “Enter Site”: 
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Sample of banner page if they enter the site: 
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Sample of information pages available to the customer: 
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Sample of the Shop Now page that provides catalog of available products: 
 

 
 
 
When customer clicks on a product more details are provided: 
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When the customer adds the product to the cart the “Equivalency weight” is updated accordingly: 
 

 
 
 
 
When Customer views their cart: 

 
 
 
 
 
 
 

0079



43 
 

When Customer clicks on “Checkout” button: 
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After customer fills in the shipping and payment information: 

 
 
If the card is declined, user is back to the payment information page to re-enter/correct the card details: 
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When the payment is successful, confirmation of order and Order ID is generated and email sent: 
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Other available information once in the store site include: 

 
 
Footer links: 
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Contact Us page has a secure form for customers to submit their inquiry: 
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APPENDIX C – Account Application Form 
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APPENDIX D – PRIVACY POLICY (https://cannabisyukon.org/privacy-policy) 
 
The Yukon Liquor Corporation is committed to protecting your privacy. The collection, use, disclosure, 
retention, and disposal of information collected via Yukon Liquor Corporation online properties, such as 
our websites is done in compliance with the Access to Information and Protection of Privacy Act and 
the Archives Act. The purpose of this privacy statement is to inform you of the personal information that 
may be collected from you when you interact with the Yukon Liquor Corporation online. 
 
Collection of personal information 
Yukon Liquor Corporation websites collect personal information pursuant to section 29(c) of the Access 
to Information and Protection of Privacy Act for the purposes stated below. 
 
Communicating with the Yukon Liquor Corporation 
If you choose to send an email or complete a feedback form online, your personal information may be 
used in order to respond to your inquiry. Emails and other electronic methods used to communicate 
with the Yukon Liquor Corporation are not secure unless it is specifically stated on a web page. 
Therefore  it is recommended that you do not send sensitive personal information using these methods. 
 
Improving your experience on the Yukon Liquor Corporation websites 

• Web analytics 
Website analytics is the collection  analysis  measurement  and reporting of data about website 
traffic and visits for purposes of understanding and improving the Yukon Liquor Corporation website 
usage. The Yukon Liquor Corporation uses analytics software to collect website visitor data. This 
information is not used to identify individuals. When your computer contacts a Yukon Liquor 
Corporation web page  the following types of information are collected and used for website 
analytics: 

o the originating IP address 
o the date and time of the request the type of browser used 
o the type of device used 
o the computer operating system used 
o the screen size being used 
o the page(s) visited the URL of 
o the page that was viewed prior to the current page 
o files that were clicked and downloaded 
o links to an outside domain that were clicked 
o the time it takes for web pages to be generated by the web server and then 

downloaded by the user 
o the main language of the browser being used 

 
• Cookies 
Some Yukon Liquor Corporation websites may download a "cookie" to a visitor's computer. This is a 
data file that the web server uses to remember the behaviours and preferences of the visitor; 
thereby allowing the site remember shopping cart contents and to better respond to the visitor's 
habits on subsequent visits. Any visitor with concerns over the collection of this type of information 
should set their browser to not accept cookies or to display a warning that a cookie will be 
downloaded if the site is accessed. Setting these browser options will not exclude the visitor from 
any Yukon Liquor Corporation website but may prevent you from making purchases. 
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