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Human Resources Appendix 4
Policies {(GAM 3.16)

Records Management | Appendix 4
(GAM 2.14)

Security of Public Appendix 4
Records (GAM 2.15)

ATIPP Roles and Appendix 4

Responsibilities (GAM
2.24)

Privacy Management
Policy (GAM 2.27)

http://www.atipp.gov.yk.ca/pdf/Privacy-Management-Policy-GAM-FINAL pdf

Collection of Personal
Information Policy

http://www.atipp.gov.yk.ca/pdf/Collection of Personal Information_Policy.pdf

Use of Personal
Information Policy

http://www.atipp.gov.vk.ca/pdf/Use of Personal Information Policy.pdf

Disclosure of Personal
Information Policy

http://www.atipp.gov.yk.ca/pdf/Disclosure of Personal Information Policy.pdf

Employee Privacy
Training Operational
Policy

PIA Operational
Policy

http://www.atipp.gov.vk.ca/pdf/PIA Operational policy.pdf

Privacy Breach Policy

http://www.atipp.gov.yk.ca/pdf/Privacy Breach Operational policy.pdf

Privacy B8reach http://www.atipp.gov.yk.ca/pdf/Privacy Breach_Reporting_Protocol.pdf
Reporting Protocol |
Document Name Hyperlink or Appendix number |
Detailed System Requirements Sheet Appendix 1
Privacy Management Guidelines Appendix 4
Guidance for Public Bodies on Accountable https://www.ombudsman.vk.ca/uploads/media/55f99
Privacy Management cbeed395/Guidance%20Privacy%20Management%20-
%20Revised%20Nov%202016.pdf?vl
ATIPP Act Guide for Managers Appendix 4 |
Third Party Service Providers and Privacy Appendix 4 '
Service Provider Agreement Template Appendix 5
YLC Licensing and Compliance Services Business Appendix 6
Classification Scheme
Information Technology Security Framework Appendix 7
Guidance on Safeguarding Information Assets Appendix 7
YG Computer Use Guidelines Appendix 7
YNet Password Policy Appendix 7
Form Name [ Hyperlink or Appendix number |
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Cannabis Retail License
Application Form: Sole
Proprietor

https://yukon.ca/sites/yukon.ca/files/ylc/ylc-cannabis-retail-sole-

proprietor-package.pdf

Cannabis Retail License
Application Form:
Partnership

http://www.ylc.yk.ca/pdf/CannabisRetail Partnership Package.pdf

Cannabis Retail License
Application Form:
Corporation - Private

http://www.ylc.yk.ca/pdf/CannabisRetail CorpPrivate Package.pdf

Cannabis Retail License
Application Form:
Corporation — Public

http://www.ylc.vk.ca/pdf/CannabisRetail CorpPublic Package.pdf

Liquor License Application http://www.gov.yk.ca/forms/forms/5500/yg5502 e.pdf
Form
Liquor Reception Permit https://yukon.ca/sites/vukon.ca/files/ylc/ylc-forms/yg781-reception-
Application Form permit.pdf
Liquor Special Occasion https://yukon.ca/sites/yukon.ca/files/ylc/ylc-forms/yg780-special-
Permit Application Form occasion-permit.pdf
Inspection Report = Cannabis | Appendix 3
Licensed Premises Check — Appendix 3
Cannabis
Privacy Breach Reporting http://www.atipp.gov.vk.ca/pdf/Privacy Breach Reporting Form.pdf
Form

Report Name Purpose of Report Audit Logs on Report (Y/N)
inspection Aging Report | Dates of Last inspects performed on Y

licences and their age

Licence Premise Check Statistic information of which premises Y
Report were inspected and when
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1 GENERAL
EJepartment/Corpo:étion: Yukon Liquor Corporation
PIA Drafter: Cenera
Program Manager: Harjit Mavi, Service Innovation & Support, ICT

1.1 Project Overview (PIA manual reference: 5.2 Documenting the project)
1.1.1 Description of the Project (PIA manual reference: 5.2.1 Description of the project)

Yukon Liquor Corporation (YLC) is designated as the distributor corparation for cannabis in the Yukon
pursuant to the Cannobis Control and Regulation Act, and as the distributor corporation for liguor in the
Yukon pursuant to the Liguor Act. YLC is therefore responsible for the coliection of information related
to cannabis and liquor license and permit applications, to provide to the Cannabis Licencing Board and
Liquor Licensing Board (the “Boards”) for decision-making.

The Regulatory Service branch within YLC prepares analyses of applications for the review of the Boards,
administers all aspects of licensing services, and enforces the Cannabis Control and Regulation Act,
Liquor Act and their regulations.

YG is in the process of designing and implementing a new “licensing, inspections and permitting system”
(LIPS or the “System”) for YLC. LIPS includes the functionalities of receiving applications, managing files,
conducting assessments, conducting cansultations, managing correspondence, issuing licenses and
permits, collecting fees, and monitoring and enforcement.

The detailed system access requirement sheet for LIPS, as determined by YLC, is attached in Appendix 1.
The contract for development of LIPS has been awarded, and the software application is named
Amanda, the vendor being Calytera.

The proposed system will replace the current MS Access and paper-based system. The proposed system
once implemented in July, 2020 will allow businesses to submit applications for liquor and cannabis
licenses and permits online and to receive the required documentation and payments from the
businesses. This will allow for increased efficiency, accuracy and information security for the licensing
and permitting processes within YLC.

YLC users will manage the application, assessment, correspondence, and authorization information for
the businesses that apply.

Migration of data from the existing MS Access and paper-based system to the new system will be
completed once LIPS is operational. After migration occurs, the current MS Access and paper-based
system will be decommissioned.

1.1.2  Scope of PIA (PIA manual reference: 5.2.2 Project scope)

This PIA will review and address the collection, use, disclosure, and security of personal information
within LIPS, which will be going live in early 2021.
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There has been significant development of the goals and outcomes required by LIPS {see Detailed
System Requirements Sheet attached as Appendix 1). As the System is still in development, exact details
of how the program will achieve the system goals have not yet been fully explored and there are
decisions yet to be made by the project steering committee. Where concrete decisions have been made,
that decision is reflected in this PIA. Where no specific decision has been made, the goal or standard
sought by the project committee will be discussed

There will be an internal YLC component of LIPS, for use by YLC employees, as well as a public-facing
component, for use by applicants, licensees and permit holders. Access to the System will be very
limited within YG. Only a handful of users will have access, including 3 Inspectors, 2 Administrators and
the YLC Director. The vendor and ICT will also have system support access.

LIPS will be housed entirely within the YG infrastructure at the data centre managed by ICT, HPW. Public
users will access the system through a 72(1)(b)(vi)

There will also be a mobile component used for field-gathering activities related to inspection and
enforcement. This mobile component is called “inspector app”, is provided by the LIPS vendor and
integrates seamlessly with LIPS. This mobile component will be used to gather information which wiil be
transmitted to LIPS. An amendment to this PIA will be provided should the mobile component have any
privacy or security standards different than LIPS.

1.1.3 Parties Involved (PIA manual reference: 5.2.3 Parties involved)

The fallowing table outlines the stakeholders involved in LIPS.

Stakeholder Function Applicable Legislation
YLC * Receive applications and payments Collection: ATIPP s. 29(a)(b)(c)
Review applications Bill No. 24 s. 15(a)(b)(c)(i)
e (reate application assessments and | Liquor Act ss. 25, 35, 60, 61, 62, 73-119
summary for Boards Cannabis Control and Regulation Act s.
¢ Communicate with applicants and 25, 26, 39, 41, 47-51, 65-75
licensees Cannabis License Regulation s. 7, 9, 10

¢ Inspection and enforcement of _ .
Liquor Act and Cannabis Control and | Indirect Collection:

Regulation Act and their Regulations | ATIPPs. 30(1)(a)
Liguor Act s. 25(2)

Cannabis Control and Regulation Act s.
27(7)

Use: ATIPP s. 35(1)(a)
Bill No. 24 s.21(a), (b)(i)(ii)

Disclosure: ATIPP s. 36(c), (l)
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| Yukon Liquor

Review and approve or deny

Disclosure: ATIPP s. 36(c)(d}

and Licensees

payments

Board, applications
Cannabis Hearing appeals of license Bill No. 24 s. 25(c)(i)(ii)
Board suspensions, barrings and permit
refusals Liquor Act ss. 8, 27
Cannabis Control and Regulation Act ss.
21;27
Applicants Provide application materials and

Liquor Act
Cannabis Control and Regulation Act

Complainants

Provide complaint information
against a licensee or permit holder

Liquor Act
Cannabis Control and Regulation Act

Environmental
Health, YG
Fire and
Building, City
Fire and
Building

application information:
Environmental Health for all
applications, YG Fire and Building or
City Fire and Building, depending on
the location of the application.

Calytera Support and Maintain systems Use: ATIPP s. 35(1)(a)
subcontractor {Amanda) Bill No. 24 s.21(b}{i)(ii)
Meraki IT
HPW, ICT Support and maintain systems (YG Use: ATIPP s. 35(1)(a)
Infrastructure) Bill No. 24 5.21(b)(i){ii)
Third Parties Assessment of financial Disclosure:
responsibility as a part of the ATIPP s. 36(c)(d)
assessment process of Cannabis
applications Bill No. 24 s. 25(c)(i){ii)
Cannabis Control and Regulation Act s.
: 27(7)(b), (8)
FLaw Enforce compliance with license and | Disclosure: ATIPP s. 36(c), (I)
Enforcement permit conditions, Liquor Act and
Cannabis Control and Regulation Act | Bill No. 24 s. 25(c){i)(ii)(xi)
and their regulations.
Liquor Act
Cannabis Control and Regulation Act
Other YG Application summary is shared with Disclosure: ATIPP s. 36(c)
Departments the appropriate YG Branch to verify

Bill No. 24 s. 25(a)
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114 Objectives and Benefits (PIA manual reference: 5.2.4 Objective and benefits)

The implementation of a comprehensive electronic licencing and permitting system will allow for better
accountability, efficiency and security of information at YLC.

LIPS will replace an existing MS Access and paper-based system, both of which are inefficient, and time
consuming to enter data and utilize information. These systems are also vulnerable to data entry errors,
creating accuracy problems and information security risks. LIPS will have a comprehensive auditing
capability and accompanying data integrity processes and policies, which will increase accuracy and
mitigate information security risks.

Allowing applicants, licensees and permit holders to submit applications, supporting documentation and
payments directly into LIPS will also lessen the strain on YLC employees.

YLC employees will manage the application, assessment, correspondence and authorization information
for the businesses that apply. Information required by the Cannabis and Liquor Boards will also be pulled
from LIPS, increasing efficiency and accuracy.

The inspection and enforcement arm of YLC will be able to full integrate their activities into LIPS using a
field data gathering application, which will integrate fully with LIPS and allowing for the full range of
information regarding an applicant, licensee or permit holder to be collected, used and stored in one
location. Inspectors will be able to conduct their activities efficiently and accurately as a result.

1.1.5 Description of Personal Information Collected (PIA manual reference: 5.3.1 Types of
data (field level or clusters))

Personal Information (Pl} is collected by the YLC to review applications, communicate with applicants
and licensees, receive complaints, issue permits and licenses and conduct inspections and enforcement
activities. Licensees and applicants set up an account within the LIPS system and provide application and
other information. YLC Inspectors and Administrative Employees will add additional information to LIPS
with YLC Inspectors also adding additional information to the mobile app connected to LIPS as a part of
their field activities.

The applicable privacy legislation that will be referred to in this PIA is the ATIPP Act. in addition, Bill No.
24 Access to Information and Protection of Privacy Act is also referenced. As Bill No. 24 is not yetin
force, it is recognized that the ATIPP Act is the prevailing legislation that applies.

The Yukon Liguor Act, Cannabis Control and Regulation Act and their regulations outline the proper
management and control of liquor and cannabis with the aim of protecting public safety and promoting
education. YLC manages the licencing, permitting, inspection and enforcement programs in compliance
with these acts and the associated regulations.

A Pl Map has been developed {Appendix 2) to identify the specific fields of personal information
collected. The system is still in the development stage, so screen shots are not currently available. As
LIPS will be replacing the paper forms currently used by YLC, a set of the current application forms and
inspection reports and premises checks are included in Appendix 3.
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2 DATA FLOW MAPPING AND TABLES

2.1 Personal Information Flow Diagram and Table (PIA manual reference: 5.3.3
Data flow mapping)

The following diagram illustrates the information flow of personal information anticipated to be captured
by LIPS.

PS Information Flow

Public YLC Systems

YLC Staff

Cutside Entities

System Support

Mobile App

Licensees and
Permit Holders

Law Enforcement Other ¥YG
{Courts, RCMP) Departments

Liquor Boarc Cannzabis Board ihird Parties

Calytera
{LIPS system
vendor)
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FLOW DESCRIPTION NFORMATION CATEGORY PURPOSE LEGAL AUTHORITY | CUSTODY OR
CONTROL
1 Pl is collected directly dentification and Contact [To set up a profile on the LIPS ATIPP s. 29{a)(c}
from applicant/ licensee jnformation platform to enable the Custody: YLC
nto LIPS system. mployment Information  ppplicant/licensee to acquire Bill No. 24 s,
inancial Information icenses and permits as part of the [15(a){c)(i} Control: YLC
reates account, applies Bensitive Data — Criminal rogram services of the YLC.
or licenses and permits, History Liquor Act ss. 25, 35,
ubmits accompanying pplication Information "o submit applications for licenses §0, 61, 62
documentation. nspection pnd permits and associated
Licensed premises check  documentation. To have payment [Cannabis Controi and
Complaints submitted via third party payment Regulation Act s. 25,
processor recorded in system. 6, 39, 41
To submit required updates and annabis License
documents associated with licenses Regulations. 7, 9, 10
rnd permits.
2a Pl is collected directly  Jdentification and Contact [To complete applications submitted ATIPP s. 29(a)(c) Custody: YLC
from applicants and nformation y the applicant missing
icensees and entered  Employment Information  nformation. Te submit required ill No. 24 s. Contral: YLC
nto LIPS by YLC Financial Information pdates and documents associated [15({a){c)(i}
Sensitive Data — Criminal ith licenses and permits.
LC Employees may History iquor Act ss. 25, 35,
ommunicate with pplication Information o record payment completion 0, 61, 62
pplicants and licensees Jnspection here applicant/licensees attends
egarding their licenses  Licensed premises check t YLC in person to complete onnabis Control and
nd applications. Complaints payment. egulation Act s. 25,
R6, 39, 41
Cannabis License
Regulation s. 7, 9, 10
2b Pl is collected indirectly Jdentification and Contact [To conduct investigations into ndirect Collection: Custody: YLC
from applicants and nformation ppplicants in accordance with the TIPP 5. 30{1}{a)
Jicenses and entered into Employment Information  [Cannabis Control and Regulation iquor Act s, 25(2) Control: YLC
LIPS by YLC. inancial Information ict and Liguor act.
nsitive Data — Criminal annabis Control and
istary egulation Act 5. 27(7)
plication Information
nspection
icensed premises check
Complaints
3 Pl is collected from fdentification and Contact [To log a complaint against a TIPP s. 29(b){c) Custody: YLC
complainants and Information icensee or permit hoider. To
ntered into LIPS by YLC [Complaints contact complainant in future Bill No. 24 5. 15 Control: YLC
regarding complaint. (b){(c)(i)
4 Pl is used by YLC — dentification and Contact [To ¢reate and distribute TIPP 5. 35(1)(a) Custody: YLC
ministration nformation correspondence to applicants,
Jicensees and permit holders. ill No. 24 5.21{a), Control: YLC

inancial Information

Fmployment Information

b)) i)

10
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FLOW DESCRIPTION NFORMATION CATEGORY PURPOSE LEGAL AUTHORITY | CUSTODY OR
CONTROL
ensitive Data - Criminal  [To record interactions with
istory pplicants, licensees and permit
pplication Information olders.
nspection
Licensed premises check Q assess and verify application
Complaints lements.
0 create application summary
eports for Board reporting.
o record licencing and permitting
ecisions of the Board.
0 record consultations and
esponses with third parties.
5 Plis used by YLC dentification and Contact [To complete enforcement activities ATIPP s. 35(1)(a) Custody: YLC
nspectors nformation nd record warnings, summary
mployment Information  konvictions, tickets, orders of ill No. 24 5.21(a), Control: YLC
inancial Information uspension and seizure, (b){i)ii)
ensitive Data — Criminal
istory o complete inspection activities
plication Information nd record infractions, inspection
nspection esults, incident reports,
icensed premises check ecommended penaities and
omplaints pproved penalties,
6a Pl is collected directly dentification and Contact (Ta complete field enforcement and JATIPP s. 29(a)(b){c)  [Custody: YLC
from licensee or permit  Information nspection activities including
holder and entered into  fnspection onitoring and enforcing Bill No. 24 s. Control: YLC
the mobile app by Licensed premises check  pompliance with ficense and permit 15(a}{b){c)i)
nspectors conditions, acts and regulations
Liquor Act ss. 73-119
Cannabis Control and
eguiotion Act ss. 47-
1, 65-75
&b lis collected from the  Jdentification and Contact [To complete record of field TIPP 5. 29(a}b)(c) Custody: YLC
obile app to LIPS nformation enforcement and inspection
nspection ctivities including monitoring and  Bill No. 24 s, Control: YLC
icensed premises check nforcing compliance with license  [15(a)(b)(c)(i)
nd permit conditions, acts and
Fegulations iquor Act ss. 73-119
annabis Control and
egulation Act ss. 47-
1, 65-75
7 Pl is disclosed to YLC dentification and Contact [To assess applications, grant Custody: YLC
ard and Cannabis nformation
Board mployment Information Control: YLC

inancia! Information
nsitive Data — Criminal
istory
pplication Infarmation
nspection
icensed premises check

icense and permit conditions,
iquor Act and Cannabis Control an
eguintion Act and their regulations

TIPP 5. 36(c)(d)
icenses and permits, hear appeals,
nd to enforce compliance with ill No. 24 s. 25(c)(i){ii)

iquor Act ss. 8, 27

annabis Control and
egulation Act ss. 21,
7

11
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FLOw DESCRIPTION INFORMATION CATEGORY PURPOSE LEGAL AUTHORITY | CUSTODY OR
CONTROL
Complaints
8 Plis used by HPW, ICT  Jdentification and Contact Pl may be accessed by HPW ICT in  JATIPP s. 35(1)(a} Custody: YLC
nformation the course of maintaining or [
mployment Information  kroubleshaoting the system within  Bill No. 24 $.21(b)(i)(ii) [Control: YLC
inanctal information khe YG Network infrastructure.
nsitive Data — Criminal
istory
plication Information
nspection
icensed premises check
omplaints
C Pl is used by Calytera dentification and Contact PI may be accessed by Calytera in TIPP s. 35(1}{a) Custody: YLC
nformation khe course of maintaining or
mployment Information  troubleshocoting the LIPS system. ill No. 24 s.22(b)(i){ii) [Control: YLC
inancial Information
nsitive Data — Criminal
istory
pplication Information
nspection
Licensed premises check
Complaints
10 Iis disclosed to a third Jdentification and Contact [Pl may be disclosed to a third party ATIPP s. 36(c){d) Custody: YLC
rty for assessment of nformation for assessment of financial [
inancial responsibility or Employment Information  fesponsibility as a part of the ill No. 24 5. 25(c)(i){ii) [Control: YLC
or the purposes of Financial Information ssessment process of Cannabis
nforming the Board’s LApplication Information pplications. Cannabis Control and
ansideration of an equiation Act s.
pplication. 7(7)(b), (8)
11 Iis disclosed to law dentification and Contact [Pl may be disclosed to law Y\TIPP 8. 36(c)(l) Custody: YLC
nforcement. nformation nforcement to enforce compliance
nspection ith license and permit conditions, Bill No. 24 s. Control: YLC
Licensed premises check iquor Act and Cannabis Control andR5{c){i){ii)(xi)
Complaints egulation Act and their
egulations.
or example, license suspension
nformation is provided to RCMP.
12 Pl is disclosed to other  )dentification and Contact |Application summary is shared with ATIPP s. 36(c) Custody: YLC

YG departments Jnformation

he appropriate YG Branch to verify
pplication information:
nvironmental Health for all
pplications, YG Fire and Building or
ity Fire and Building, depending on
he location of the application.

Bill No. 24 5. 25(a)

Control: YLC

12
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3 PRIVACY ANALYSIS

The following analysis informs the risk summary and mitigation plan of the PIA.
Risks identified in the following sections (3.1-3.10) feed directly into the Risk and
Mitigation table in section 4.1.

3.1 Accountability (PIA manual reference: 5.5.1 Accountability)

The Privacy Management Policy (GAM 2.27), ATIPP Roles, and Responsibilities (GAM 2.24) outline the
authorities and responsibilities in the management and protection of personal information. Departments
and their branches manage their privacy actions and expectations within the broader Yukon Government
Privacy Management framework.

The Department of Highways and Public Works (HPW), Corporate Information Management (CIM)
provides leadership, issues guidelines documents, standards, training materials and supporting policies to
assist departments and public bodies deliver and adhere to information privacy policies.

Deputy Ministers are responsible for ensuring privacy protection is a priority within their respective
departments, that employees are trained in privacy management, appointing Privacy Officers, and
approving PlAs and privacy management plans.

Privacy Officers develop and implement privacy management plans, prepare PlAs and P! Maps, ensure
that privacy incidents are reported to HPW, and ensure that reporting and audit requirements are met.
They also participate in a Privacy Advisory Committee, which shares information and lessons learned.
Policies relating to accountability and privacy compliance are included in Appendix 4.

3.1.1 Identify Information Owner(s)

Name Position
Will Tewnion Director Regulatory Services

3.1.2 Identify the Department’s Privacy Officer(s)

Name Position
Luzelle Nagel Director, Finance & Information Manager (Acting Privacy
Officer)

3.1.3 Identify Third Party Service Providers

| Service Provider Name | Services Provided | written Agreement (Y/N) |

13
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pCaIytera (Amanda) Technical system support and maintenance | Y: Master License and
Service Agreement

Information Manager
Service Agreement is being

developed
ICT, HPW Project specific support Y: Application Support
Ensuring public facing systems meet Agreement

corporate standards
Technical system support and maintenance | Information Manager
Service Agreement is being
| developed

The portions of the Master License and Service Agreement relating to privacy were provided for review.

The Agreement in its entirety has not been provided or reviewed for the purposes of this PIA. Upon
review of the clauses provided, it has been identified that the Master License and Service Agreement
does not thoroughly outline the expectations and standards of Calytera regarding privacy and
confidentiality.

A recommended Information Manager Service Agreement template (included in Appendix 5) is under
review. This agreement has been developed to specifically address the use of personal information by

third party service providers. Once finalized, this Service Agreement will be entered into with the service

providers and system vendors to formalize agreement to comply with the same legislated privacy
standards as the organization.

Itis noted in Bill No. 24 section 33(3) that a public body is required to enter into a written agreement
with an information manager that includes a description of each service to be provided as part of the
information management service.

3.14 Identify Privacy Risks/Security Threats regarding Accountability

Risk Description of Privacy Risk / Threat

1-1 | Lack of accountability of a contracted service provider.

adequately address information privacy and security.
Recommended mitigations:

expectations and standards of service providers regarding privacy, security and
confidentiality of information.

There are no information manager service agreements in place with third party providers that

e Enterinto an Information Manager Service Agreement with service providers to outline the

1-2 | Insufficient accountability and clarity in system support services.

of clarity in accountability of support services may allow security risks.
Recommended mitigations:

Security of information on the YLC systems relies on broader YG system infrastructure security. Lack

14
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* Ensure Development and implementation of Application Support Agreement between
HPW, ICT and YLC to formalize and clarify the support services provided by ICT, and shared
responsibilities.

3.2 Identifying Purpose (PIA manual reference: 5.5.2 Identifying Purposes)

3.2.1 Describe how your project has notified the individual the purpose for which the
personal information is being collected? Include sample collection notice.

The primary point of Pl collection is via the LIPS system platform when an applicant, licensee or permit
holder creates and updates their account, submits applications and associated materials and updates
documentation as required by the conditions of their license or permit. It is recommended that a
notification be provided via LIPS upon account creation and system access.

The following notice be used:

Personal information is colfected under the authority of, ond in accordance with the Access to
Information and Protection of Privacy Act (ATIPP Act), 5. 29 (a) and (c) and s. 30 for the purposes of
processing, assessing and approving applications for licenses and permits and to enforce the Liquor

Act, the Liquor Regulations, the Cannabis Control and Regulation Act and the

Cannabis Licencing Regulation. In this process, information will be shared with the Yukon Liquor Board or
the Cannabis Board. For cannabis applications, some information may be shared with third parties
contracted from time to time by the YLC to assess financial responsibility. For further information,
contact the Director, Financial and Information Manager ot (867) 667-5245, toll free within Yukon 1-800-
661-0408 ext. 5245 or in person at 9031 Quartz Road, Whitehorse YT, Y1A 4P9,

Plis also collected in person, via email and over the phone from applicants, licensees, permit holders and
complainants and then entered into LIPS by YLC Employees. it is a legal requirement under the ATIPP Act
that the YLC representative provides the collection notice to the client before collecting personal
information. Additionally, a notification paster could be postedin a prominent place at the YLC office front
counters where members of the public enter.

Additionally, Pl is collected by YLC Inspectors in the field when conducting inspections and enforcement
activities. These activities are investigations or proceedings that could lead to a penalty or punishment,
and occur for the purpose of requiring or enforcing, the Liquor Act or Connabis Control and Regulation
Act. As a result, this collection of Pl falls under the definition of law enforcement in ATIPP and the
requirement to provide notice under s. 30{2) does not apply.

3.2.2 Identify Privacy Risks/Security Threats regarding Identifying Purpose

Risk [ Description of Privacy Risk / Threat T

2-1 | ndividuals may be unaware of the authority and purpose for collection of P, or who to contact to
. address their questions.

15
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Recommended mitigations:

e Post coliection notice on LIPS system where individuals set up their profile and submit their
PI.

* Provide training to YLC employees that assist individuals with license and permit applications
about the importance of emphasising the collection authority and purpose and have them
verbally inform clients they are assisting.

* Display a notification poster at YLC office front counters where clients can easily view the
collection notice

e Ensure legal authority is clearly stated in all collection notices printed on forms.

22 |y Inspectors may collect information unrelated to inspections and enforcement activities
without providing a collection notice to individuals.
Recommended mitigations:

* Provide training to YLC Inspectors about the importance of determining if information is

collected for law enforcement purposes and emphasize that a collection notice must be
verbally provided if information collected falls outside the definition of law enforcement.

3.3 Consent (PIA manual reference: 5.5.3 Consent)

3.3.1 Is consent being utilized as an authority to collect, use and /or disclose personal
information?

Consent is not being used as an authority to collect, use or disclose PI.

3.3.2 Identify Privacy Risks/Security Threats regarding Consent

Risk Description of Privacy Risk / Threat

3-1 | There are no identified risks or threats regarding Consent.

3.4 Collection of Personal Information (PIA manual reference: 5.5.4 Limiting
collection)

34.1 Describe how personal information is collected directly from individuals.

Plis collected directly in the following ways:

1. Individuals create an account and enter information directly into the LIPS system.
2. Individuals provide information to YLC employees, who enter the information into the LIPS
system.

16
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34.2 Describe how personal information is collected indirectly from individuals.

Plis not routinely collected indirectly from individuals. However, s. 27(7} of the Cannabis Control and
Regulation Act gives the power to the President of the YLC to, for the purposes of informing the
Cannabis Board's consideration of an application, “arrange for an investigation that the president
considers necessary for those purposes ta be carried out”. Section 27(8) further states that section 30 of
ATIPP, which requires direct collection, does not apply to personal information collected in such an
investigation.

The Liquor Act s. 25(2) also allows for the president or board, when considering an application to “cause
to be made an inspection of the premises and any other investigation the president or the board thinks
necessary.” This potential indirect collection is allowable under ATIPP s. 30(1)(a)(iii) as another method
authorized by an Act of Parliament or of the Legislature.

It is possible that an investigation conducted in accordance with the above sections will result in the
indirect collection of Pl regarding an applicant, which would then be uploaded into LIPS. The type of
information collected because of the investigation will be dependant on the individual applicant, it may
be financial information, leased property and landlord information, details regarding previous liquor or
cannabis businesses or licenses.

3.4.3 Has the program conducted a review of the personal information collected to ensure
only the minimum necessary is being collected?

LIPS Pl collection screens are attached in Appendix 8. However, LIPS will be replacing the paper forms
currently used by YLC for applications, assessment, enforcement and inspection. Through the
development of this PIA, these forms were reviewed. Through this review process, it was determined
that the information collected by YLC is done so in accordance with the refevant legislation, either the
Liquor Act and Regulations or the Cannabis Control and Regulation Act and Regulation, which set out
specific requirements for licencing, permitting, applications, enforcement and inspection.

It would be prudent to implement a process whereby Pi collection is reviewed on a regular basis, by the
Director, Regulatory Services, to assess the necessity of personal information collected. As acts and
regulations do not change frequently, the review may only be necessary once every two or three years
or as required when legislation changes.

344 Identify Privacy Risks/Security Threats regarding Collection

Risk " Description of Privacy Risk / Threat

4-1 | piis collected that is not necessary for carrying out the program services.
Recommended Mitigations:

» Conduct a formal review of LIPS as an established process and on a practical schedule to
ensure only the minimum Pl necessary is collected to carry out the program services.
Document this process and schedule and assign accountability.
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3.5 Use, Disclosure and Retention of Personal Information (PIA manual reference:
5.5.5 Limiting use, disclosure, and retention)

3.5.1 Does your project use personal information to make decisions that directly affect(s)
an individual(s)?

All Plin LIPS could be used to make a decision directly affecting an individual, including financial,
employment, personal history and criminal record information. If an application for a license or permit
comes from an individual, the decision to approve or deny the application will affect that individual's
ability to hold an event or start a business.

The use of LIPS information for inspection and enforcement activities of YLC Inspectors can also affect
an individual, as the suspension of a license, imposition of monetary of other penalties or seizure of
goods as a result of an infraction can temporarily or permanently shut down an event or business.

All personal information collected is retained for longer than one year. Retention and disposition
scheduling is discussed in section 3.5.5 of this PIA.

3.5.2 What secondary uses or disclosures are contemplated for the personal information
collected?

Plis not used for secondary uses or disclosures.
3.5.3 Describe how personal information is used for evaluation or planning purposes.

Pl will not be disclosed for evaluation or planning purposes.

3.5.4 Does the project disclose personal information for research or statistical purposes? If
yes, please explain and attach the research agreement.

Pl will not be disclosed for research or statistical information.

3.5.5 HasaRecords Retention and Disposition Schedule been completed?

A records retention and disposition schedule has been developed for the records created by YLC
regarding liquor purchase, distribution and sale. It is included in Appendix 6. This schedule has not been
implemented within YLC.

Due to the recent enactment of the Cannabis Controi and Regulation Act, YLC has not created a records
retention schedule for the records related to cannabis purchase, distribution and sale.

There is currently no process for managing the retention and secure destruction of electronic records. It
is recommended that the current records schedule will be applied to electronic records within YLC and
LIPS specifically. The YLC Privacy Officer will be responsible for the creation and implementation of the
full records schedule. The LIPS vendor has indicated that the system contains the ability to link records
schedules to information to support the records retention and destruction process.
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3.5.6 Identify Privacy Risks/Security Threats regarding Use, Disclosure, Retention

Risk Description of Privacy Risk / Threat

5-1 | Lack of records retention schedule for some paper and all electronic records may expose Pl to
unauthorized use or disclosure.

Recommended mitigations:
® Review current liquor records schedule to ensure it is up to date and comprehensive,

* Establish a records schedule for cannabis related records, consider combining with the
liquor records schedule.
* Implement both the liquor and cannabis records retention schedules.

* Establish a clear plan and schedule to deliver training to employees on the records schedules
and expectations of employees in managing documents in relation to these schedules.

® Document a formal process for executing the records retention schedule and assign
responsibilities within YLC to ensure records scheduies are being adhered to. This will also
facilitate access to information contained in documents when required.

3.6 Accuracy of Personal Information (PIA manual reference: 5.5.6 Accuracy)

3.6.1 Describe the steps taken to ensure that the personal information is accurate,
complete and up-to-date.

Various steps are taken to ensure information collected by YLC is accurate. The accuracy of Pl is
important because this information influences what licenses and permits an individual is eligible for
under the Liquor Act and Cannabis Control and Regulation Act. The Liquor Act and Cannabis Control and
Regulation Act both have built-in requirements to confirm accuracy of the PI provided. Accurate
information is also important for proper inspections and enforcement under the above acts and their
regulations. For example, when completing an application for a Cannabis or Liquor License:

¢ License applicants are required to swear an Affidavit indicating that the facts and information
within the application are true and correct.

* The Personal History Report and Business History Report, which collect the most detailed P
includes a statutory declaration declaring that the contents are true and correct.

e Criminal History is verified by assessing the individual’s Criminal Record Check for Cannabis
License applications. The provision of the Criminal Record Check is in accordance with the
Cannabis Control and Regulation Act s. 26(2) Cannabis Licensing Regulation ss. 7(a), 10

e Financial information contained in the Cannabis license application must be supported with
documentation such as leases, loans and bank account information in accordance with the
Cannabis Control and Regulation Act s. 26(2), 39.

e The above records will not be retained beyond the minimum retention requirements.

These steps to ensure accurate information will be carried over into LIPS as it is implemented.
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Manual entry of information both by applicants, licensees, permit holders and YLC employees carries the
risk of data entry errors. To mitigate this risk, it is recommended that a formal and scheduled process for
carrying out data validation steps is implemented along with LIPS.

A fulsome audit capability, which has been identified as a priority by YLC and verified with the system
vendor, including read/write/edit/view only of fields, including the user ID, date and time for each
event.

The current system of MS access and paper forms has not been kept up to date. Correspondence to
license and permit holders is often returned due to an incorrect address on file in the system. The onus
is placed on the applicants, licensees, and permit holders to keep their information up to date with YLC.
This is one of the reasons for which an electronic system is being implemented for collection of
infarmation at YLC.

3.6.2 Describe how an individual’'s information will be updated or corrected.

Individuals will be able to access their personal information via their LIPS account. The individual will be
able to review and update their information.

Individuals may also contact YLC directly to update their information in LIPS. It is recommended that
upon verification of identity and proof supporting the change {such as documentation to support a
change in Directors of a business), YLC will update the information.
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3.6.3 Identify Privacy Risks/Security Threats regarding Accuracy

Risk Description of Privacy Risk / Threat

6-1 | pata accuracy errors in Pl impact applicants, licensees and permit holders.
Current mitigations:

® Supporting documentation is required as verification for some of the Pl collected.

¢ Applicants, licensees and permit holders will be able to access and update their PI in LIPS.
Recommended mitigations:

* Ensure a comprehensive audit capability is built into LIPS, including audit logs of changes to
data in records to support data accuracy for manually inputted data.

* Develop a formal and scheduled process for carrying out data validation and accuracy
checks. Document these quality assurance and control processes.

6-2 | pata accuracy errors in Pl due to applicants, licensees and permit holders providing false
information.

Current mitigations:

® Applicants must swear an affidavit and undertaking verifying the accuracy of the information
in their Application and Personal or Business History Report.

® Supporting documentation is required to verify criminal record and financial information.

3.7 Safeguarding Personal Information (PIA manual reference: 5.5.7 Safeguards)
3.7.1 HasaSecurity Threat Risk Assessment (STRA) been completed?

A STRA was completed and submitted to corporate security officer, in August 2020 using a third party
vendor. The corporate security officer has approved the go live based on the STRA report.

3.7.2 Describe how users are authenticated before accessing the information,

LIPS will be contained on the YG servers. YLC employee users will have access via Active Directory
groups.

Applicants, licensees and permit holders will access the system through a customer portal in the 72(1)
The exact authentication method to be used has not been finalized. It may be an individual login and
password or may be integrated with the MyYukon ID system, which will be implemented later in 2020.

3.7.3 Describe how access to the information is controlied.

Access to the information will be regulated and controlled using role-based assignments within the AD
groups. It is anticipated that there will be differing levels of access to information for liquor inspectors (3
users), administrators (2 users) and the YLC Director (1 user).
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Employee inclusion in YNet AD groups relies on managers to submit tickets to the ICT service desk when
employees transfer or change roles. Due to the very small number of YLC employees and system users,
there is a low risk of this step being overlooked when employees change roles, transfer, leave or join YG.

There will also be system support access and applicant/licensee access to the system.

An access control policy will be developed as the project progresses, including role-based access
information. A user agreement and acceptable use policy will also be developed.

3.7.4 Describe how you will audit or track who accessed information.

There will be a full audit capability for the system, including read/write/edit/view only of fields,
including the user ID, date and time for each event.

It is important to address the risk of inappropriate use of Pl with auditing functionality and a
documented process and delegated accountability for reviewing the audit reports to effectively monitor
employees use of the system and the PI contained therein.

YLC will work with the project steering committee and vendor to create appropriate audit reports.

YLC will also create policies and procedures regarding review of audit trails and reports. Employees will
be provided with the policies and procedures regarding review of audit trails and reports and made
aware of consequences for unauthorized use within the user agreement and acceptable use policy.

Effective security and protection of Pl is best achieved with a combination of access controls to limit the
employees with access to Pl to only those that require the access to carry out their role in delivering
program services, combined with an auditing process.

3.7.5 Describe where and how information is transmitted.

LIPS does not transmit data outside of the YNet environment; however, information will be transmitted
into the system regarding field enforcement and inspection activities when triggered by the app user,
via a sync action.

The transmission process will be defined once the mobile system solution, “Inspector App” is developed.
It will be very tightly integrated, and the information will get transferred from mobile server to
application server automatically and securely through 72(1)(b)vi)

YLC will seek appropriate technical advice to identifv and address securitv risks. This will include ceryring
72(1)(b)(vi)

3.7.6 Describe where and how information is stored.

The LIPS server will be located within the YG data center which is managed by ICT, HPW. There is no
transmission of data or storage outside of the secure YG infrastructure. Security measures in place
include:

72(1)(b)(vi)
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3.7.8 Describe the technical security measures taken to protect the personal information.

YG has a variety of mechanisms to secure the information system infrastructure and networks within

which systems such as LIPS are accessed. The following describes these mechanisms:
o 72(1)(b)(vi)

Technical security measures of the LIPS system include the following:
o 72(1)(b)(vi)

3.7.9 Describe the administrative security measures taken to protect the personal
information.

IT security policies (Appendix 7) provide YG Departments and all YG employees policy and guidelines
relating to safeguarding information assets and the information contained within. The expectation is
that Departments develop department specific strategies for physical, technical and administrative
safeguards in alignment with the enterprise wide policies and train employees on these practices and
expectations.

The YG Computer Use Guidelines document {Appendix 7) is included in the onboarding package for
employees and outlines appropriate use of computer resources including standards employees are
expected to comply with to protect the security, confidentiality and performance of the network
infrastructure and information. Employees are required to set a strong password for access to YNet. A
YNet Password Policy (Appendix 7} provides guidelines to users on how to effectively create and manaege
passwords. The standard is a minimum of / 2(1)(b)(vi)
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72(1)(b)(vi)

In the event of an employee termination, YNet access is terminated immediately and keys, access cards
and fobs are collected from the employee.

A Privacy Management Framework and GAM policies {Appendix 4) provide YG Departments and all YG
employees policy and guidelines relating to privacy management. The expectation is that Departments
develop department specific strategies for compliance with the enterprise wide privacy management
policies and legislation and train employees on these practices and expectations.

Employees are required to sign an Oath of Confidentiality. This must be signed and verbally read in
front of a Notary Public before an employee starts their employment. There is an online privacy course
that employees take at the start of employment during onboarding. This course provides a general
overview of what is considered personal information, why it is important to maintain privacy, and the
proper handling of personal information including responsibility to the public. A guiz at the end tests the
user on their knowledge.

Potential employees who will have access to personal information are adequately and appropriately
screened, including criminal record checks for Licensing and Compliance officers.

After initial hire, there is limited employee training within YLC to ensure employees maintain their
awareness of privacy legislation and how this applies to their day to day handling of PI. The YG Employee
Privacy Training Palicy

(http://www.atipp.gov.yk.ca/pdf/Employee Privacy Training Operational policy.pdf) outlines

Department respansibilities regarding ongoing training.

While the YG Privacy Management Framework provides a comprehensive set of policies and guidelines,
the application of these standards must be formally developed within YLC.

Once the new ATIPP Act is active HPW will be launching training modules. The licensing team (as
enforcement officers) are well versed in the restrictions around sharing of private information.

3.7.10 Identify Privacy Risks/Security Threats regarding Safeguards

Risk Description of Privacy Risk / Threat

7-1 | Unauthorized, or inappropriate collection, use or disclosure due to system threats and limitations.
Recommended mitigations:

® Ensure a STRA is conducted on LIPS to fully understand the security strengths, threats and
risks of the system.

7-2 | Unauthorized access to information by authorized users.

YG employees, service providers or vendors access personal information outside of their functional
requirements or in violation of paolicy.

Current mitigations:

s Vendor agreements outline the vendor responsibilities and expectations relating to the safe
handling of YLC documents which include PI.
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Recommended mitigations:

Develop and document a clear process for maintaining accurate AD Groups through active
management of employee changes

Identify employee roles that require access to Pl in order to carry out their work functions
and document this for reference by IT employee that manage access. Develop a clear
process when access is requested for a role that does not require access to P, such as
escalating the request to the Privacy Officer for review and sign off.

Enter into Information Manager Service Agreements with contracted service providers and
ICT that outline the services to be provided and the expectations relating to privacy
standards and compliance {including training and compliance enforcement of company
representatives performing the work)

Ensure LIPS has complete audit Jogging and reporting capabilities. implement a documented
process for reviewing audit reports to monitor employee access of Pl and notify employees.

Put in place a user agreement and acceptable use policy to ensure employees are aware of
their responsibilities, consequences of unauthorized use and audit log review policies.

7-3 | Unauthorized use or accidental disclosure of data due to lack of training.
Current mitigations:

Policies forming the YG Privacy Management Framework (Appendix 4) provide direction and |
a central standard for departments in applying their information privacy and security
practices

Recommended mitigations:

Create a YLC specific privacy program to expand current employee training development.
Partner with HPW, ICT to include training on securing information within systems through
best practices. Align guidelines with the YG Information Security policies.

Develop a schedule for rolling out training to all employee groups. Establish a process to
require employee training on a regular basis {recommend annually) to support ongoing
awareness.

Put in place a user agreement and acceptable use policy to ensure employees are aware of
their responsibilities, consequences of unauthorized use and audit log review policies.

3.8 Openness (PIA manual reference: 5.5.8 Openness)

3.8.1 Describe how policies and procedures related te the management of personal
information are made available to the public.

The Yukon government ATIPP office posts information relating to the privacy program on the website at
the following link: http://www.atipp.gov.yk.ca/privacy-concern.html

This includes information about how the Yukon government manages privacy, with links to policies and
tools that form part of the Privacy Management Policy. In addition, the site outlines how to submit a
complaint, and lists the Privacy Officers and their contact information for each the department. There is
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also a link to the Information and Privacy Commissioner website and the contact information for the
Commissioner’s office.

The ATIPP office publicly posts summaries of closed access to information requests on the website, in an
effort to increase public awareness of current issues. Details of requests for personal information
remain confidential.

Collection notices provide the contact information of the Privacy Officer for questions.

3.8.2 Identify Privacy Risks/Security Threats regarding Openness

Risk Description of Privacy Risk / Threat

| 8-1 | There are no identified risks or threats regarding Openness.

3.9 Individual Access to Personal Information (PIA manual reference: 5.5.9
Individual access)

3.9.1 Describe how access to the personal information will be facilitated.

Access to personal information is handled by each department that manages programs resulting in the
collection of personal information.

Each designated public body has a ATIPP Coordinator who is responsible for responding to requests. The
ATIPP Coordinator works with the applicant to:

» Clarify the request and prepare an estimate of costs, if necessary

e Conduct a search for the relevant records within the public body

¢ Review the records to see if any exceptions are applicable

* Ensure a response is provided within the time limits outlined in the Act.

For formal access requests for personal information collected by the YLC, individuals may contact the
the ATIPP Office. Individuals may also contact YLC directly for informal information requests. Notices
providing the contact information for questions related to personal information are outlined in section
3.2.1 of this PIA. If an individual is unsure, they can contact any YLC employee and they will be directed
to the Privacy Officer.

The Privacy Officer will advise the individual of the process and will facilitate access according to the
established procedures outlined above

Individuals may access their personal information via LIPS once it is operational. Here the individual can
review their profile and update their information.

3.9.2 Hasa Personal Information Map been completed for this project?

Yes, a Pl map has been completed and is included in Appendix 2. This PI Map outlines the PI collected into
LIPS,
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39.3 Identify Privacy Risks/Security Threats regarding Access/Correction

Risk Description of Privacy Risk / Threat

9-1 | There are no identified risks or threats regarding Access/Correction.

3.10 Challenging Compliance (PIA manual reference: 5.5.10 Challenging
compliance)

3.10.1 Are policies and procedures related to the management of personal information
available to the public?

Yes. The Yukon government ATIPP office posts information and policies relating to the privacy program
on the website at the following link: https://yukon.ca/en/privacy-protection This website is accessible
to the public. These policies and procedures apply to all YG Departments.

Individuals can also contact any YLC employee and will be directed to the ATIPP Coordinator who can
advise the individual on where to access policies and answer questions the individual may have
regarding how their personal information is managed.

3.10.2 Are staff aware and procedures in place to respond to a privacy complaint?

Yes. The process for employees and citizens to challenge compliance is outlined on the Yukon

government ATIPP website: https://yukon.ca/en/privacy-protection. This website is accessible to the

public.

The YLC ATIPP Coordinator and Privacy Officer are available to respond to complaints and expected to
follow the process set out by the ATIPP Office. If an individual is not satisfied with the response, they can
contact the Information and Privacy Commissioner to make a formal complaint. Contact information is
available on the Yukon Government ATIPP website.

In addition, there is a clear process for dealing with a privacy breach, outlined in the Privacy Breach
Policy and Privacy Breach Reporting Protocol:

https://yukon.ca/en/privacy-breach-operational-polic

https://yukon.ca/en/atipp-coordinators

These policies and procedures apply to all YG Departments.

3.10.3 Identify Privacy Risks/Security Threats regarding Challenging Compliance

Risk Description of Privacy Risk / Threat

10-1 | There are no identified risks or threats regarding challenging compliance.
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4.1 Risk Mitigation Table (PIA manual reference: 6.0 Assessing risk and
mitigation strategies)
A Risk Mitigation table follows providing a summary of the threats. The risk level is identified based on
the likelihood of the threat occurring and the impact of that threat {potential harm) if it did occur. This
risk level is determined using the Risk Reference Table below and takes into consideration the current
mitigation steps in place. The mitigation would be applied within six months of implementation on best

effort basis.

Impact
High
Medium

Low

Risk Reference Table

Likelihood low Medium High ‘
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r rrlvacy Risk / Threat ike- Fmpact Risk Mitigation Strategy Iccountability Risk Level After Additional
ihood Level ecommended Mitigations
1-1 ck of accountability of a M M M Recommended mitigations: YLC k=
ontracted service provider. ®  Enterinto an Information Manager Service
Agreement with service providers to outline the
here are no information expectations and standards of service
anager service agreements in providers regarding privacy, security and
lace with third party providers confidentiality of information. Recommended
hat adequately address template included in Appendix 5.
nformation privacy and
ecurity.
1-2 Insufficient accountabifity and L M L Recommended mitigotions: YLC VL
larity in system support ® Ensure Development and implementation of
rvices. Application Support Agreement between
curity of information on the HPW, ICT and YLC to formalize and clarify the
LC systems relies on broader YG support services provided by ICT, and shared
ystem infrastructure security. responsibilities.
ack of clarity in accountability of
upport services may allow
ecurity risks.
2-1 Individuals may be unaware of | M L L Recommended mitigations: YLC \Z
he au?hoﬂty and puspose for *  Post collection notice on LIPS system where
Ollaction of P1, orsiho & individuals set up their profile and submit their PI
ontact to address their :
uestions. ®  Provide training to YLC employees that assist
individuals with license and permit applications
about the importance of emphasising the
collection authority and purpose and have them
verbally inform clients they are assisting.
e Display a notification poster at YLC office front
counters where clients can easily view the
collection notice
®  Ensure legal authority is clearly stated in all
collection notices printed on forms.
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schedule may expose Pl to
unauthorized use or disclosure.

Current mitigations:

There is no current electronic retention schedule,
will need to determine how inactive records can
be archived

Recommended mitigations:

Review current liguor records schedule to ensure
it is up to date and comprehensive.

Establish a records schedule for cannabis related
records.

Implement both the liquor and cannabis records
retention schedules,

Establish a clear plan and schedule to deliver
training to employees on the records schedules
and expectations of employees in managing
documents in relation to these schedules.

Document a formal process for executing the
records retention schedule and assign
responsibilities within YLC to ensure records

P rivacy Risk / Threat ke- rmpact 'Plsk Mitigation Strategy Pccountability isk Level After Additional
ihood evel ecommended Mitigations
2-2 YIC Inspectors may collect M L L b T —— YL.C w
nformation unrelated to RCillARERIEGaUoDS.
"5!“’:‘_“"“5 and enforcerrlent ¢ Provide training to YLC Inspectors about the
ctivities wlth-out p"_°"'_df"8 A importance of determining if information is
collection notice to individuals. collected for law enforcement purposes and
emphasize that a collection notice must be
verbally provided if information collected falls
outside the definition of law enforcement.
-1 [Plis collected that is not L M L Recommended mitigation; YLC VL
necessary for carrying out the e Conduct a formal review of LIPS as an established
program services. process and on a practical schedule to ensure only
the minimum Pt necessary is collected to carry out
the program services. Document this process and
schedule and assign accountability.
-1 Lack of records retention H H H YLC L
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rrivacy Risk / Threat

t

ike-

hood

Impact

Risk
Level

itigation Strategy

IAccountability t

isk Level After Additional
ecommended Mitigations

schedules are being adhered to. This will also
facilitate access to information contained in
documents when required.

6-1

Data accuracy errors in Pl
mpact applicants, licensees and
ermit holders.

Current mitigations:

®  Supporting documentation is required as
verification for some of the PI collected.

e Applicants, licensees and permit holders will be
able to access and update their Pl in LIPS.

ecommended mitigations:

e Ensure a comprehensive audit capability is built
into LIPS, including audit logs of changes to data in
records to support data accuracy for manually
inputted data.

® Develop a formal and scheduled process for
carrying out data validation and accuracy checks.
Document these quality assurance and control
processes.

YLC

6-2

Data accuracy errors in Pl due to

pplicants, licensees and permit
olders providing false
nformation.

Current mitigations:

e  Applicants must swear an affidavit and
undertaking verifying the accuracy of the
information in their Application and Personal or
Business History Report.

® Supporting documentation is required to verify
criminal record and financial information,

YLC

Unauthorized, or inappropriate
collection, use or disclosure due
to system threats and
imitations.

Recommended mitigations:

® Ensure a STRA is conducted on LIPS to fully
understand the security strengths, threats and

risks of the system.

WYLC
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'# rrivacy Risk / Threat

ke- Tmpact
ihoad

Risk

evel

itigation Strategy

lﬁccountability tisk Level After Additional

ecommended Mitigations

7-2 t)nauthorized access to

nformation by authorized users.

YG employees, service providers
or vendors access personal
nformation outside of their
functional requirements or in
violation of policy.

Current mitigations:

Vendor agreements outline the vendor
responsibilities and expectations relating to the
safe handling of YLC documents which include PI.

Rlecommended mitigations:

Develop and document a clear process for
maintaining accurate AD Groups through active
management of employee changes

Identify employee roles that require access to Pl in
order to carry out their work functions and
document this for reference by IT employee that
manage access. Develop a clear process when
access is requested for 2 role that does not
require access to Pl, such as escalating the request
to the Privacy Officer for review and sign off.

Enter into Information Manager Service
Agreements with contracted service providers
that outline the services to be provided and the
expectations relating to privacy standards and
compliance (including training and compliance
enforcement of company representatives
performing the work)

Ensure LIPS has complete audit logging and
reporting capabilities. Implement a documented
process for reviewing audit reports to monitor
employee access of Pl

YLC

L

7-3

Unauthorized use or accidental
disclosure of data due to lack of
training.

L]

Current mitigations:

Policies forming the YG Privacy Management
Framework (Appendix 4) provide direction and a
central standard for departments in applying their
information privacy and security practices

Recommended mitigations:

YLC
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Privacy Risk / Threat ike- Impact Risk [Mitigation Strategy ccountability tisk Level After Additional

ihood Level ecommended Mitigations

® Create a YLC specific privacy program to expand
current employee training development. Align
training with YG Privacy Management Framework
and leverage training materials developed by the
ATIPP office (HPW) for consistency.

e Partner with HPW, ICT to include training on
securing information within systems through best
practices. Align guidelines with the YG Information
Security policies.

® Develop a schedule for rolling out training to all
employee groups. Establish a process to require
employee training on a regular basis (recommend
annually) to support ongoing awareness.
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5 COMMENTS FROM REVIEWER:

First draft comments provided by the ATIPP Office May 28, 2020

Second draft comments provided by the ATIPP Office, July 10, 2020.

6 SIGNATORIES AND APPROVAL

This third draft was done by PM on Dec 1'st 2020 after consuiting YLC and evaluating various key risks
identified by ATIPP.

The following recommended mitigation have already been applied to mitigate the risks further

Risk ID_| Risk Mitigation Remarks

1-2 Application Support Agreement between ICT and YLC Agreement available
2-1 Collection notice available and staff training planned Notice drafted

7-1 A STRA has been completed successfully Completed

Management understands some risks cannot be fully eliminated but accept that implementation of
recommendations will mitigate the risk, and will endeavor to implement in a timely manner.

DM or Delegate M\ZW 202/ 072% 03

Name, Position Date
FEB 0 2 20
Information Owner
Name, Position Date
ATIPP Office
Reviewer
Name, Position Date

To complete the process, a final copy of this PIA {with all applicable signatures and attachments) must be
provided to ATIPP office for its records.

35



0036

Appendix List

Appendix 1: Detailed System Requirements Sheet
Includes:
e Detailed_system_requirements_sheet
Appendix 2: Personal Information Map
includes:
e HPW-PIA-2020-02 Appendix A Personal Information Map - R120200825
Appendix 3: Sample of Liquor and Cannabis Applications and Forms
Includes:

e Inspection Report — Cannabis
e Licensed Premises Check - Cannabis

e Cannabis Retail License Application Form: Sole Proprietor:
https://yukon.ca/sites/yukon.caffiles/yic/ylc-cannabis-retail-sole-proprietor-package.pdf

e Cannabis Retail License Application Form: Partnership:
http://www.ylc.yk.ca/pdf/CannabisRetail Partnership Package.pdf

e Cannabis Retail License Application Form: Corporation - Private:
http://www.ylc.yk.ca/pdf/CannabisRetail CorpPrivate Package.pdf

e Cannabis Retail License Application Form: Corporation — Public:

http://www.ylc.yk.ca/pdf/CannabisRetail_CorpPublic Package.pdf
¢ Liquor License Application Form: http://www.gov.vk.ca/forms/forms/5500/yg5502 e.pdf

¢ Liquor Reception Permit Application Form: https://yukon.ca/sites/yukon.ca/files/ylc/ylc-

forms/yg781-reception-permit.pdf

e Liquor Special Occasion Permit Application Form: https://yukon.ca/sites/yukon.ca/files/ylc/ylc-

forms/yg780-special-occasion-permit.pdf

Appendix 4: Privacy Management Framework & GAM Policies
includes:

e Human Resources Policies (GAM 3.16)

e Records Management (GAM 2.14)

e Security of Public Records (GAM 2.15)

* GAM Policy 2.24 ATIPP Roles and Responsibilities
e Privacy Management Guidelines

e ATIPP Act Guide for Managers

e Third Party Service Providers and Privacy

e LIPS Collection Naotice
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Privacy Management Policy (GAM 2.27): http://www.atipp.gov.yk.ca/pdf/Privacy-Management-
Policy-GAM-FINAL.pdf

Collection of Personal Information Policy:

http://www.atipp.gov.yk.ca/pdf/Collection of Personal Information Policy.pdf

Use of Personal Information Policy:

http://www.atipp.gov.yk.ca/pdf/Use of Personal Information Policy.pdf

Disclosure of Personal Information Policy:

http://www.atipp.gov.yk.ca/pdf/Disclosure of Personal Information_ Policy.pdf

Employee Privacy Training Operational Policy:

http://www.atipp.gov.vk.ca/pdf/Employee Privacy Training Operational policy.pdf

PIA Operational Policy: http://www.atipp.gov.yk.ca/pdf/PiA Operational policy.pdf

Privacy Breach Policy: http://www.atipp.gov.vk.ca/pdf/Privacy Breach Operational policy.pdf
Privacy Breach Reporting Protocol:

http://www.atipp.gov.vk.ca/pdf/Privacy Breach Reporting Protocol.pdf

Privacy Breach Reporting Form:

http://www.atipp.gov.yk.ca/pdf/Privacy Breach Reporting Form.pdf

Guidance for Public Bodies on Accountable Privacy Management:
https://www.ombudsman.vk.ca_&gloacls/media/55f99c6eed395/Guidance%ZOPrEvacy%ZOMana

gement%20-%20Revised%20Nov%202016.pdf?v1

Appendix 5: Information Manager Service Agreement template

Includes:

2020 IT tech support agreement

Appendix 6: Records Schedule

Licensing_ComplianceSvcs_BCS_Final

Appendix 7: IT Security Policies

Includes:

Infarmation Technology Security Framework
Guidance on Safeguarding Information Assets
YG Computer Use Guidelines

Appendix 8: LIPS Pl collection screen

includes:

LIPS PI Collection Screen - Profile
LIPS P! Collection Screen - Stakeholders
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Document Control and Reviews

Document Control

Date Author Version | Change Reference
04-Sep-2018 S. Koroban k 0.1 Initial draft
10-Oct-2018 S.Korobanik 0.2 Revised for release of draft to IPC — removed comments
15-Oct-2018 L.Stewart 0.3 Edits; clarified return to YLC from Canada Post no pick up
Reviews
Date File Name / Version # Reviewed by

0.1 Policies, Forms and Reports (PIA Manual reference: 5.1 Collecting information and

supporting documentation)

Parties Involved

Role

Policy Name

Hyperlink or Appendix number

Document Name

Hyperlink or Appendix number

Form Name

Hyperlink or Appendix number

Report Name

Purpose of Report Audit Logs on Report (Y/N)
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1 GENERAL
Name of Public Body: Yukon Liquor Corporation (YLC)
PIA Drafter: Shelly Korobanik, PrivacyWorks Consulting Inc.
Email/Contact: shelly@privacyworks.ca
Program Manager: Steve Cummings, Director of Operations
Email/Contact: Steve.Cummings@gov.yk.ca
Date (YYYY-MM-DD) 2018-10-03

1.1 Project Overview (PIA manual reference: 5.2 Documenting the project)

1.1.1

Description of the Project (PIA manual reference: 5.2.1 Description of the project)
Effective October 17, 2018, the production, distribution, sale and possession of cannabis across
Canada will be regulated in accordance with the new federal Cannabis Act. Federal, provincial
and territorial governments share responsibility for the oversight of the new system, with
provinces and territories held responsible for developing, implementing, maintaining and
enforcing systems to oversee the distribution and sale of cannabis. Subsequently the Yukon
Government (YG) has developed the Cannabis Control and Regulation Act* (CCRA) which
designates the Yukon Liquor Corporation (YLC) as the distributor corporation®. Under Section
|9(1)(a) of the CCRAI, YLC is responsible for establishing warehouses and stores for the

0040

distribution of cannabis. As a result of this new legislation, in addition to its brick and mortar
cannabis store to be operated in Whitehorse, YLC will also be implementing an e-commerce
store (https://cannabisyukonstore.ca) to offer cannabis sales to Yukon customers over the age
of 19. Information is publicly available on the YLC website at
http://www.ylc.vk.ca/cannabis.html .

Drupal Commerce 2 (version 8), an Acro Media ecommerce solution was chosen by Highway
and Public Works (HPW), Information, Communications and Technology (ICT) because ICT
eServices has extensive experience building online services using Drupal, with vendors providing
development, maintenance and support. Drupal uses MariaDB, which is an open source DB
compatible with MySQL. ICT-eServices is responsible for the management of the Virtual
Machines (VMs), their operating systems (0OS), libraries, application and the Drupal system. This
work is often conducted by a vendor, and for this initiative Acro Media will provide 90 days of
support, after which Yellow Pencil has been contracted to provide their services. ICT-Technology
Infrastructure and Operations (TIO) is responsible for the 72(1 )(b)(Vi)

L6

bis Control and R ion Act —http://www.gov.vk ca/legislation/acts/cacore.pdf

2 Order-in-Counsel 2018/107 http://www.gov.yk.ca/legislation/r '0ic2018 107 pdf

Commented [sk1]: Susan — I cannot find anything in the CCRA
that makes it mandatory for YLC to ensure cannabis is available
across Yukon....can you point me to where it is stated that YLC
MUST do this.

Shelley: it is not mandatory.




Drupal provides functionality for role-based access which will be implemented as follows:

Role Access Number of | Number of
YLC Users ICT Users
Content Administrator | Edit/admin pages and related content only, 2 1
€.g. menus - no access to personal
information(PI1)
Product Administrator | Edit/admin product catalogue only — no 4 1
access to Pl
Order Manager Read orders — access to Pl 0 1
Order Administrator Read and modify orders - access to Pl 2 0
User Administrator Create and modify users — no access to PI 1 0
Administrator Unlimited permissions —access to Pl 0 1

There are two main source of logs for the eCommerce site as follows:
e the webserver, which logs only traffic (Figure 1), and

72(1)(b)(vi)

Figure 1 —Web server log example

e Drupal, which logs some business-level activity (Figure 2), but currently does not audit
access to order information. P\uditing for Drupal order information is being developed,

but is not yet available for use for the version of Drupal (8) being used for this initiative.
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Commented [sk2]: IPC comment 1 - require details
1. Page. 4: ‘Auditing for access to order informa
process must be explained further, analyzed,
personal information (PI).

Commented [sk3R2]: No work has been done on this-
Maintenance contract includes elective work. When site was built
there was a audit component for a previous version of the software
and hope was there would be an updated version —no loop back;
no custom development; someone at Yukon has to ask??

Susan -> as the YLC privacy officer can you follow up regarding
getting auditing for Drupel in place and if YLC is not going to
pursue this it will have to be noted with reasons in the PIA as a
response to the IPC concern

SaaS model?




Details

Home » Administration » Reports » Recent log messages

Type content

Date Tuesday, October 2, 2018 - 22:37

User jhodgins

Location https:/ /web-canni-uat01.ynet.gov.yk.ca/node/7 fedit
Referrer https:/ /web-canni-uat0l.ynet.gov.yk.ca/node/? /edit
Message page: updated Carnabis and your health.

Severity Notice

Hostname 10.135.2.140

Operations View

Figure 2 — Sample of Drupal log

Canada Post services that will be used for this initiative are:

e Rating (shipment cost estimate uses customer’s address) using the Canada Post public
web API, and

e Enterprise Shipping Tool (EST) (uses customer’s name, address, and email) to generate a
shipping label for printing. Canada Post’s EST machine will be installed on premises in
YLC warehouse and networked on YNET. IIntegration is done by transmitting a csv file
containing the Order ID, customer’s name, address and shipping method (in this case
mail) to a restricted folder on a YG shared network drive from Drupal where EST can
then access the information. The frequency of the csv file export from Drupal has not
yet been decided, but is anticipated to be 72(1 )(b)(Vi) and will be configured based
on operational needs |_72( 1 )(b)(Vi) and
access to the file is restricted to a single service account 7 2(1)(b)(Vi) hen
an Order ID is entered, EST will read the file for that Order ID and generate the shipping
label. Once the shipping label is successful the file with the order and customer details
will be deleted.

Payment processing of orders placed will be completed using Bambora’s Custom Checkout,
which is used for other Yukon government payment processes including vehicle registration and
business name renewal, paying a government invoice, online property tax payment and
purchasing fishing, hunting and camping licences/permits, and is integrated into this
eCommerce solution using an inline iframe.

The ecommerce site will require individuals to enter their date of birth to validate that they are
over 19 years of age and only then will the selection of available products be available for their
viewing. The date of birth is only used for age validation and is not collected or retained by YLC
after the verification has been completed. The individual’s date of birth is retained in their
browser’s cache until such time as they close the browser session. If an individual does not pass
the age verification, a message is displayed to inform them they have failed the age check and
they can then return to the YLC Cannabis home page (https://yukon.ca/cannabis ). k:ookies on
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Commented [sk4]: LEE — how often is this done and is the csv ]
file that is transmitted overwritten by each new order? If not,
| what happens to those csv files?

J

2. Page.5: Accessing Pl fromag
security’ Section (S) 33 of the
to the information, unauthor
happens to the CSV files cont
or will be stored for cther pu
confirm this is about the sam

. Commented [sk51: )
Commented [sk6R5]: Generic service account —automated
access; move data from one system/another; in order for a user to
access the data they need to log in;




the individual’s computer expire when the browser is closed, but until then the user’s ability to
access the products for viewing is restricted.] Recognizing that there is no way to prevent

individuals from entering a false date of birth, this age verification is a best effort by YLC to be
compliant with legislative requirements to not market cannabis to those under the age of 19. A
second confirmation of age is incorporated in the checkout process as well as a best effort by
YLC to be compliant with legislative requirements to not sell cannabis to those under the age of
19.

If an individual passes the age verification, they are then able to view the products available for
purchase. If they wish to purchase a product, they select it and add it to their cart. When they
have completed their selection of product(s) they then proceed to the checkout. During the
checkout process they will be required to provide personal information to enable shipping
calculation, payment processing and delivery of their purchase. There is no ability for a
customer to set up an account in Drupal, so they must enter their personal information each
time they wish to place an order. Fields in the checkout process are limited to only information
required to process the order, and field validation is utilized to help ensure a correct email
format is used and the customer’s postal code is within Yukon. Customers may have a billing
address outside of the Yukon however all shipping addresses (which includes post office
mailbox) are validated for a postal code within Yukon. The customer must also re-confirm via a
checkbox that they are 19 years of age or older during the checkout process. During the
checkout process, if the option of “mail” delivery has been chosen, the selected product’s
weight and the customer’s shipping address is used by Canada Post to provide an estimate of
shipping costs. If the customer is agreeable to the cost, they can then enter details for payment
processing. If the customer decides not to proceed at any point after placing items in the cart,
the information entered is retained in Drupal as well as in the customer’s browser cache. By
default, Drupal retains abandoned carts automatically after 22 days. If “in-store pickup” has
been selected as the delivery method, no information is disclosed to Canada Post and the
customer can continue to payment processing. Bambora, the payment processor, provides an
inline page on the YLC ecommerce checkout page that collects the necessary payment details
and processes that information independent from YLC. An Order ID is generated by Drupal and
passed to Bambora along with the amount owing but no product details. Bambora generates
and returns a Transaction ID (an identifier of a payment transaction) and result code (success,
failure and failure reason) for that Order ID. If successful payment, a message is displayed to the
customer and they are re-directed to a YLC Feedback page to complete an anonymous Feedback
survey L’elated to their ordering experience. If payment processing fails, a message is displayed
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Observations

1. Page. 5: The claimed ret:
stored for a month in the
| Commented [sk71:

J

 Commented [sk8R7]: tee 74(1)(a)

to the customer and they may repeat the payment processing or not. If the payment processing
remains as a failure, Drupal retains the order and transaction details however no further
processing is done. If a subsequent payment process is successful, a new transaction ID is
provided and overwrites the previous one transmitted to Drupal. Upon successful payment
processing, Drupal sends an automated email order confirmation to the customer. No product
description is included in the email. Other than the order placement, nothing else is tracked in
Drupal.

For orders with successful payment processing, an email is automatically sent to the customer,
and Drupal produces an export of the order details for integration with YLC's existing Store
Management Suite (SMS). See Appendix A for screen dumps of the online ordering system.
SMS has not undergone a PIA, however given that there is no personally identifiable data
involved, no linkage to Drupal, and only one ICT user will have access to both systems for

Questions

1. Page 6: Please provide a

prevent over collection ¢
Commented [sk91:

Commented [sk10R9]: Susan — can you please forward me a
copy of the feedback survey

)




support purposes, the risk of re-identification is low. This export will be a flat file and contain the
Order IDs, products purchased and the costs. Initially, this export will be done manually, with
the intent to automate this functionality in future. Upon success importing into SMS an
authorized member of the YLC Fulfilment Team prints the packing slip then prepares and
packages the order. The Order ID is then scanned into the Canada Post EST which queries the
Order ID in the .csv file in the shared drive and pulls the associated personal information to
generate a shipping label for printing. Initially deletion of the .csv file will be done manually by
the user by clicking on a button, but in future is planned to be automated. The label is affixed to
the package, and if mail delivery was selected, is then secured in a Canada Post shipping bin
within the Cannabis vault pending Canada Post pickup. Canada Post will initially be making two
pickups at the YLC Warehouse. This may change over time depending on volume of orders being
processed. When Canada Post arrives to pick up the packages, only authorized Warehouse
Management, Shipper/Receiver or Cannabis Operations staff can move or load the shipping bin
from the Cannabis Vault. Canada Post may take possession of the bin outside of the Vault, or on
the YLC loading dock. Canada Post employee scans each item into the Canada Post system which
generates an email to the customer to enable them to track their order._There is no option for
in-store pickup for online orders. |- i ; -~ ieh+

Canada Post is responsible for the personal information in their custody and control and use it
to enable delivery of the package, as well as to authenticate the recipient of the package is over
the age of 19 to ensure compliance with the cannabis legislation when making delivery. The
outcome of the delivery of the package is tracked by Canada Post, who will in future provide YLC
with a delivery log file which will be loaded into a Sales Tracking System which is currently under
development and will require a PIA Addendum to be submitted. Data from Drupal & the Sales
Tracking System will be anonymized after a 30-day30-day retention period of order and delivery
respectively. Until the Sales Tracking System is developed, there will be no tracking of order
delivery by YLC. Order details in Drupal will be retained for 30 days, after which anonymization
will be done manually (until such time as automated processes are developed), with deletion of
all personally identifiable data fields including, name, address including postal code, email,
Order ID, Transaction ID, and IP.

In the event of an undeliverable package for whatever reason (underage, intoxicated, or no one
home), Canada Post leaves their standard notice with pick up instructions at a Canada Post
Depot or outlet. Purchaser has 15 days to pick up purchase at Canada Post Depot or outlet. If
no one picks up the package in the allotted time, the package is returned to YLC's mailbox by
Canada Post. YLC has a process in place to contact the customer and arrange for pickup of their
order at the Whitehorse cannabis store. Packages will be transported from the warehouse to
the cannabis store securely with other cannabis products. If contacting the customer is
unsuccessful, or no pickup occurs, after 30 days the product will be moved to a secure location
for subsequent destruction, as per the Terms of Sale. The label containing personal information
will be securely disposed of, and data in the Sales Tracking System anonymized after 30 days of
the product destruction.
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Commented Isk111:

Observations

2. Page.7: Finding someone’s package will raquire a1 employee to sze all name:
Alternatively, it could be collected with an (randomized) order ID accompanie
and age verification, Tris would reduce the usage of Pl as recommended in C¢

Commented [sk12R11]: No option to pick up in store

-




1.1.2 Scope of PIA (PIA manual reference: 5.2.2 Project scope)
The scope of this PIA is for the implementation of the Drupal eCommerce solution for processing
cannabis sales within the Yukon Territory.

Out of scope of this PIA are the:

e Payment processing by Bambora

e (Canada Post processes

e Sales Tracking System —is yet to be developed, and mentioned in the PIA to describe
process to be used when it is available. PIA Addendum will be required to be submitted.

e Feedback Survey
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1.1.3 Parties Involved (PIA manual reference: 5.2.3 Parties involved)
All parties that may collect, use, or disclose information involved in the initiative being assessed must be identified,

along with the justification (purpose) and legal authority for doing so. Parties may include a vendor that may access
and/or use personal information to provide support, patients that provide their information, and staff of the
department/organization that collect and use the information. Business areas involved in the project should be noted
in the PIA by identifying job functions and the legal authority under which they participate.

Stakeholder

Function

List Applicable Legislatiorr—{ Formatted Table ]

YLC — Steve Cummings

Executive Sponsor of the initiative
Director, Operations, Yukon Liquor
Corporation

ATIPP, Cannabis Control and
Regulations Act & regulations

YLC — Patch Groenewegen,

Manager of Social Responsibility, Policy &
Planning, Yukon Liquor Corporation

ATIPP, Cannabis Control and
Regulations Act & regulations

YLC — Susan Russell

A/Director of Finance responsible for
access management and auditing of
cannabis ecommerce solution

ATIPP, Cannabis Control and
Regulations Act & regulations

YLC — Susan Russell

Privacy Officer responsible for ensuring
compliance of YLC with Yukon Privacy
legislation

ATIPP, Cannabis Control and
Regulations Act & regulations

ICT Yukon Government network and system ATIPP
support; support of all components of the
Cannabis eCommerce solution
Customers Provide personal information when Cannabis Control and Regulation
purchasing from the site Act & regulations
YLC Warehouse & Cannabis | Processing of orders and maintenance of ATIPP, Cannabis Control and
Store staff the csv files Regulation Act & regulations
Acro Media Inc Drupal Support ATIPP s29(c), 36(f)
Yellow Penci| Drupal Support ATIPP s29(c), 36(f) f 3. Page. 8:The third parties p
Bambora Payment Processing \ access personal informatio
Canada Post Shipping charges, delivery and unauthorized disclosure of
authentication of recipient’s age \ and control between the p
As part of its standard procedures, YG ICT requires all third-party vendors to sign a Network Access Commented I'sk131: the PIA and it is not compl
Agreement (Appendix B) and each individual vendor user must sign an Account Information Agreement LCommented [sk14R13]: Lee advises that from ITC perspective J
(Appendix C). — vendors must sign rk access ag! individual users
must sign an i ion access agr =
Append the 2 forms; - forms rec’d and appended.
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'——{ Formatted: Indent: Left: 0.5", No bullets or numbering ]

1.14 Objectives and Benefits (PIA manual reference: 5.2.4 Objective and benefits)
As there will initially only be one brick and mortal store available (Whitehorse) in Yukon to
purchase cannabis, the objective of this initiative is to provide accessibility across the territory
for individuals over the age of 19 to purchase cannabis. This eCommerce solution will benefit
individuals across the territory who wish to purchase cannabis legally without the time and cost
incurred to travel to the Whitehorse store.

1.1.5 Description of Personal Information Collected (PIA manual reference: 5.3.1 Types of
data (field level or clusters))
In the excel file below, complete Tab 2: Categories of PI.

| Commented [SK15]: Awaiting details on how customers will be ]
contacted for undeliverable packages — if email will need to assess
risk based on details; if phone — should be authentication process to
ensure customer is being spoken to and a documented script;
refunds/returns - file will need to be updated once details are

Pe rsona | known; u/k how refunds are processed and whether it has to be

= done via Drupal.
Information Map.xls

Commented [sk16R15]: Steve — can you advise what the
process is




2 |DATA FLow MAPPING IAND TI‘ABLEﬁ

2.1 Personal Information Flow lDiagram Iand Table (PIA manual reference: 5.3.3 Data flow mapping)
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~

4. Regarding the inf
a. 529(c), S3

these autt
] 3 program r
Lirupal eCommerce Cannabis Solution or aCtIVItY
b. Arequirer
14 ~ o [ | 2 . ! informatic
g
= @@ = e
= R this can bt
dormation 6§
= § c. Flow5:Th
—] - . 15
g . ===l 7-Yes does not <
5 i ! necessary
Commented [sk171:
No Yes
% Peciamitcnd . & % .
& ey ““@ 5 t Received PIA: 15-Oct-2018, L.Stewart versi
H 1 2 Any references made to ‘Sections’ (S) in thit
i 3 The use of cookies/persistent browser sessi
¥ o‘ US border.
g R | o bie 18-No s
: ) =
£ @ eids assec dted 1o Orce ID a J
i 4 rvation
2 ’ Commented [sk18]1: Observations =
Pl mampdasct e 1 i Commented [sk19]: Observation 3 — likely email address but
euesio @aabisast is boctactass borfretan need to check with Susan
- Fuirent Team pdets oromsses to!
§ oo Lo oy Commented [SK20]: Yellow indicates unknown refund/return ]
= a0 Order D using 55T
=

=l S>——

10

processes

Commented [sk21R20]: Lee doesnt know the process? ]
Susan

Commented [sk22]: How do I put IP collection into this and
where?
Privacy statement does article what is captured by web analytics

-> recent....from MATOMO
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INFOR-

FLOW

DESCRIPTION
(Who is it from, who is
it going to, who will
use it, etc.)

Plis used by YLC

Plis collected by YLC

Pl is disclosed by YLC to
Canada Post

Pl is collected by YLC
from Canada Post

Pl is retained by YLC

Plis disclosed to
Bambora by customer
and YLC

Plis collected by YLC
from Bambora

YLC uses-discloses Pl to
confirm the order

INFORMATION
CATEGORY

Identification and
Contact Information

Identification and
Contact Information,
Sensitive Information
(Products selected)
IP Address

Identification and
Contact Information
(Address)

Financial Information
(Cost of shipping)

Identification and
Contact Information,
Sensitive Information
(Products selected)
IP Address

Identification and
Contact Information,
Financial Information,
Order ID and amount
(YLC)

Financial Information

Identification and
Contact Information,
Order ID and amount

notayoung person.”

information.

the delivery costs.

desired. |

purchase.
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PURPOSE LEGAL CUSTODY OR
AUTHORITY CONTROL
(cite specific (Who is accountable
sections of for the
appropriate information?)
legislations)
Date of birth is used to determineif = CCRAS. 1(3)(b) Customer — Custody
individual is eligible to enter the S.35(1) and control
online store. This is necessary to
comply with CCRA -S. 1(3)(b) which
requires “at the time the purchaser
orders the cannabis they confirm
that they are not intoxicated and are
If 19 or older, access is granted and S.29(c) YLC — Custody and
customer selects item(s), goes to S.30(2) control
checkout and enters personal
If not 19 or older, no access given,
and user re-directed to home page.
If customer has selected mail S. 36(c) YLC — Custody
delivery, address information is Canada Post —
disclosed to calculate shipping cost. Control
Shipping cost of order is displayed to | S. 30(1)(c)(iii) HPW - Custody
customer. If the customer continues YLC - Control
with the order_the shipping cost and
order ID is collected by YLC from
Canada Post to ensure collection of
|if individual decides not to proceed | S. 29(c) HPW - Custody
with the order, the cart information S.30(2) YLC - Control
is retained in Drupal and user’s cache = S34
to enable continuation of ordering if
[ commented [sk23]: Lee to get some information; can limit the )
retention period of the cookies; how long do sessions last —cookies
If individual proceeds with the S. 36(c) Bambora — Cu| and other settings that make data persist; does it need to be
purchase_ details are entered to and control persistent...no; general identifier cookie longest use case need to
enable payment processing. YLC support; other aspects; > :
discloses Order ID and amount of herclsno -Mﬂ.r foe this retenddon of P15 D° ROt perst Deyond
the browser session — quote to change cookie setting —then
would have to be approved;
LEE — has the quote been obtained and any decision to pr d
Payment success or failure S. 30(1)(c)(iii) HPW — Custod with changing the cookie seeking to not persist
information is collected with the YLC - Control
Order ID -s-erdarto enable YLC to
determine whether to proceed with
order processing or not.
To confirm successful order $-35{4}2)S. 36(c)] = HPW - Custody
YLC - Control

placement YLC displays a message on
screen and sends an automated
email to the customer.

Customer — Custody
and control of email
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10

11

12

13

14

15

16

17

18

19

20

YLC uses Pl

YLC Fulfilment Teams
uses Pl from SMS

YLC Fulfilment Teams
uses Pl

YLCuse PI

YLC disposes of PI

YLC discloses Pl to
Canada Post

Canada Post uses Pl

Canada Post uses Pl

Canada Post uses PI

Pl is collected by YLC
from Canada Post

YLC uses Pl

YLC uses PI

Identification and
Contact Information,
Sensitive Information
(product ordered)

Identification and
Contact Information,
Sensitive Information
(product ordered)

Identification and
Contact Information

Identification and
Contact Information

Identification and
Contact Information

Identification and
Contact Information

Identification and
Contact Information

Identification and

Contact Information

Identification and
Contact Information

Identification and
Contact Information

Identification and
Contact Information

Identification and
Contact Information

Order ID and product details
imported into SMS to enable
preparation of order for delivery or
pick up

Packing slip printed, used to prepare
ordered product for shipping and
Order ID scanned into EST

EST queries .csv file on shared
network drive and generates
shipping label for package

Shipping label printed, affixed to
package and package secured in
cannabis vault by Fulfilment Team

.csv file deleted by Fulfilment Team
after printing of label. Printing of
label is not a decision impacting the
individual so 1-year retention not
required of the .csv file.

Canada Post picks up package for
delivery

To send email to customer with
tracking details

To attend customer’s residence to
deliver package

To confirm recipient of package is
over 19 years of age

For undeliverable packages, Canada
Post Jeaves a 15-day notice for

s.35(1)(a)

s.35(1)(a)

s.35(1)(a)

s.35(1)(a)

s. 36(c)

s.29(c)
s. 30(1)(a)(i)

YLC — Custody and
control

YLC — Custody and
control

YLC — Custody and
control

YLC — Custody and
control

Not applicable

Canada Post —
Custody and control

HPW — Custody
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YLC - Control{ Formatted: Font: 9 pt

pickup at Canada Post depot or
outlet. If no pickup after 15 days,

Formatted: Font: 9 pt

then Canada Post returns package to

\[ Formatted: Font: 9 pt

YLC. (See Appendix E — Terms of Use)

Formatted: Font: 9 pt

sodurnc th L to.¥YIC

To contact customer and arrange in-
store pickup within 30 days

To verify customer’s age when
picking up package in-store

s.35(1)(a)

S i i
Not applicable

HPW _m Formatted: Font: 9 pt

A A

YLC - Control

HRW—Gustedy
VLG—Gontrol

Not applicable
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21 YLC disposes of PI Identification and If package not picked up within 30 S.34 Not applicable
Contact Information days, package with label affixed is
securely disposed of, Disposal of
unclaimed package is not a decision
impacting the individual so 1-year
retention not required of the csv file.
‘——[ Formatted: Comment Text
22 |Refunds and returns -
[ Commented [sk24]: From ToU —need more details to track the
Pl. It appears that a person has to attend the Whitehorse store in
YLC disposes of PI Identification and Jdentifiable data from Drupal HPW — Custod m’:,;:;asm the :&mm:m::g:&g
Contact Information processed orders (both successful, YLC—dontrol | handles it from point of retum to destruction of the package
incomplete and failed payment (including product and label).
processing) and the sales tracking
system is replaced with null value Also for any refund r inf has to be d for at
(name_date of birth_address least 1 year to satisfy ATIPP S. 34 as a decision is made by YLC to
excludi Stal code’] ot kikadats issue or not issue a refund. This is not optional so please provide
o details on how retention of 1 year is being met for any refund
-‘ML ‘ requests. | would except the same would apply for any
complaints as well since YLC would be making a decision as to
ilc decided to not anonymize the /hether to respond or not?
postal code of a customer’s address REFUNDS
and currently is retaining the first 3 The Cannabis Yukon online store will ONLY accept returns
digits of the postal code for orissue refunds if:
Whitehorse addresses and the full .mchi: notified of product issues within 30 days of
o T I S E purchase.
*Return is accompanied by the original receipt.
-a-d-‘irggs—l *Your order doesl:xot arr?vye. i 2
\ *Your order arrives damaged or the packaging has
e e been tampered with.
B *You received a product you did not order or the order
R is incomplete.
U P L e R e e e
tender and means used for the purchase purchases
processaglandsales-trackng returned as cash, credit card purchases returned to original
system—identfabledata-sdelated credit card, all mobile or near field purchases will be
from Drupalfororders thatd d not returned to credit card of origin.) Please note that delivery
e charges are non-refundable.
Anonymized data used | Anonymized-data Anonymized data* is used by YLCfor | N/A HPW — Clisjiod All product returns require the purchaser’s name, address

by YLC

reporting purposes (i e. statistics
trending_etc). Anonymized data from
Drupal (see row above) as well as
anonymized web analytics are used
by YLC for reportin; ses (i.e.
how many website visitors turned
into sales unique visitors trending
etc.) YG has on premise install of
MATOMO which is managed by ITC
and is used for all Yukon government
websites. IP addresses are masked to

level of 2 bytes,

**YLC decided to not anonymize the
postal code of a customer’s address
and currently is retaining the first 3
digits of the postal code for
Whitehorse addresses and the full
postal code for all other Yukon
addresses. At this time there has

been no reporting conducted,

YLC-Co

and teleph ber and the purchaser’s signature to
acknowledge receipt of the refund. Customers returning
product must also show valid, government-issued photo ID
to verify their identity. Ifa does not provide this
information, the return will not be processed (see "Privacy
Policy and Security Statement” section below).

Refunds will not be provided for returns without a receipt.

Formatted: Font: 9 pt

Formatted: Font: 9 pt

Formatted: Font: 9 pt

Formatted: Font: 9 pt

Commented [sk25]: Susan this WILL be an issue with the IPC.
What safeguards are in place to prevent re-identification using
postal codes? How is retention justified when there has not been
any reporting conducted (based on what Lee told me)?
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3 PRIVACY ANALYSIS

The following analysis informs the risk summary and mitigation plan of the PIA.
Risks identified in the following sections (3.1-3.10) feed directly into the Risk and
Mitigation table in section 4.1.

3.1 Accountability (PIA manual reference: 5.5.1 Accountability)
Objective: To ensure a program and public body or custodian designates an individual(s) who is responsible
to ensure compliance with privacy legislation. For more detailed information, see section 5.5.1 in the PIA
Manual. Relevant sections of legislation and policy: HIPMA General Regulations s. 16; GAM 2.27 paragraph

3(2)(e) and 3(2)(f).

3.1.1 Identify Information Owner(s)

Name Position
Steve Cummings YLC Director of Operations

3.1.2 Identify the Department’s Privacy Officer(s)

Name Position
Susan Russell YLC Privacy Officer

3.1.3 Identify Third Party Service Providers

Service Provider Name Services Provided Written
Agreement (Y/N)
HPW —ICT Hosting Drupal, SMS, Sales Tracking Systems; Y
Supports and maintains the YG network
Acro Media Inc. Vendor support for Drupal for 90 days post live Y
Yellow Pencil Support for Drupal after vendor support expires Y

3.1.4 Identify Privacy Risks/Security Threats regarding Accountability

15
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Risk
1-1

3.2

Description

Describe Privacy Risk / Threat here

There are no risks identified regarding Accountability.

Identifying Purpose (PIA manual reference: 5.5.2 Identifying Purposes)
Objective: To ensure the purposes for which personal information is collected is identified by the public
body or custodian at or before the time the information is collected. For more detailed information, see
section 5.5.2 in the PIA Manual. Relevant sections of legislation and policy: HIPMA Subsection 39(a): the
purpose of the collection, use or disclosure of the personal health Information; and subsection 30(2) of the
ATIPP Act.

321 [Describe how your project has notified the individual the purpose for which the
personal information is being collected? Include sample collection notice.
The new YLC Cannabis ecommerce site willhave-ahas link to the Privacy Policy (Appendix AD)
and Terms of Use of the website (Appendix E) which provides notice regarding the collection of
personal information, the purposes and authority for the collection, and the YLC privacy contact
should anyone have questions.
3.2.2 Identify Privacy Risks/Security Threats regarding Identifying Purpose
Risk Description
2-1

Describe Privacy Risk / Threat here

Customers may not read the Privacy Policy

3.3 Consent (PIA manual reference: 5.5.3 Consent)

331

Objective: To ensure consent is collected in compliance with relevant privacy legislation. For more
information, see section 5.5.3 of the PIA Manual. Relevant sections of legislation and policy: HIPMA Section
39: Knowledgeable consent; HIPMA Section 41: Notice and Knowledgeable Consent; ATIPP Subsection
35(1)(b): Use of Personal Information; ATIPP Subsection 36(b): Disclosure of Personal Information.
Note: Consent is not an authority to collect personal information under ATIPP - it can only be used
if your program is governed by HIPMA.

[Id consent being utilized as an authority to collect, use and /or disclose personal

information?
No. YLC collects only the information necessary to achieve its purposes, provides notice to users
of the ecommerce site of how personal information is used and disclosed to achieve those

purposes in its posted Terms of Use (Appendix E) Privacy-Pekiey.
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Commented [sk261:

Observations

4. Page. 15 Regarding 3.2.1.: The link to the polic
Although this ensures notification of the existe
know information about them is being collecte
notification method that is often used, it woul

up itself.
Commented [sk27R26]:
5. Page15:3.3.1and3.3.2co
Commented [z} result in a risk under 3.3.2.




332

Risk
31
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Identify Privacy Risks/Security Threats regarding Consent

Description
Describe Privacy Risk / Threat here

. I,

3.4

341

3.4.2

3.4.3

3.4.4

Risk of personal information being used and/or disclosed for unauthorized purposes.

Collection of Personal Information (PIA manual reference: 5.5.4 Limiting
collection)

Objective: To ensure the collection of personal information is in compliance with relevant privacy legislation
and is limited that which is necessary for the purposes of the program or activity. For more information, see
section 5.5.4 of the PIA Manual. Relevant sections of legislation and policy: HIPMA Section 53: Where
collection is permitted; HIPMA Section 54: Where Indirect Collection is permitted; HIPMA: Collection of
Personal Health Information Policy; ATIPP Section 29: Purpose for which Personal Information may be
collected; ATIPP Section 30: How Personal Information is to be Collected; ATIPP: Collection of Personal
Information Policy.

Describe how personal information is collected directly from individuals.

Personal information will be collected directly from an individual electronically after they have
selected products to purchase and proceed through the checkout process. ll\ customer’s IP
address is collected from the individual’s device by Drupal automatically, associated with their
order, if one is made, and deleted during the anonymization process. In ICT’s web analytics
software, IP addresses are truncated by two bits, keeping only the first two parts (e.g.

199.243 .xxx.Xxx)

6. Page 15:3.4.1 explainstha
Describe how personal information is collected indirectly from individuals. Please describe and cite re
When an individual proceeds through the checkout, there is an indirect collection of personal Commented [sk291:

information related to the payment of their order. Bambora collects credit card information
directly from the customer, processes the individual’s payment and then discloses personal
information in the form of a Transaction ID and confirmation of either a successful or failed
payment to YLC.

Has the [program conducted a review|of the personal information collected to ensure

only the minimum necessary is being collected?

At minimum, address the following in your response: Commented [sk301: 7. Page 16:3.4.3
e  The individual who conducted the review as well as the date of the review occurred. Commented [sk31R30]: susan has a ,e'view e Ton

and if so, by whom and when?
No review has been conducted.

Identify Privacy Risks/Security Threats regarding Collection
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Risk
4-1

3.5

3.5.1

Description
Describe Privacy Risk / Threat here

Risk of unauthorized or over collection of personal information

Use, Disclosure and Retention of Personal Information (PIA manual reference:
5.5.5 Limiting use, disclosure, and retention)

Objectives:

(1) To ensure personal information is used and disclosed for purposes it was collected, except with the
consent of the individual or if authorized by law.

(2) To ensure personal information is retained only as long as necessary for the fulfillment of the stated
purposes and is destroyed as authorized by law. For more information, see section 5.5.5 of the PIA Manual.

Relevant sections of legislation and policy: HIPMA Section 55: Use with Consent; HIPMA Section 56: Use not
Requiring Consent; HIPMA Section 57: Disclosure with Consent; HIPMA Section 58; Disclosure not Requiring
Consent; HIPMA Policies: Use and Disclosure of Personal Health Information; ATIPP Section 35: Use of
Personal Information; ATIPP Sections 36 — 39: Disclosure of Personal Information; ATIPP Policies: Use and
Disclosure of Personal Information; Archives Act Records Management Regulations Section 5.

[Does your project use personal information to make decisions that directly affect(s)
an individual(s)? |

An individual’s date of birth is used by YLC to determine whether—ernotwhether they are
permitted access to the ecommerce site, however the date of birth is not collected by YLC. YLC
also uses the individual’s shipping address during the ordering process to verify that the postal
code is within Yukon. It is possible for customers to enter a billing address outside of the Yukon

however shipping addresses must be verified as being within the Yukon for the order to be
submitted by the customer.

Canada Post uses an individual’s personal information to provide an estimate of shipping charges
which may impact the individual’s decision whether to proceed with their order or not. Canada
Post would retain information in accordance with their organization’s requirements.

-If they choose to proceed then Bambora uses the individual’s financial information to determine
if payment is successful or not and would retain the information in accordance with their
organization’s requirements. YLC will use the personal information collected from Bambora
(success, failure, failure reason) to determine whethe~erretwhether the individual’s order gets
processed for delivery or not.

In the event that an individual has been banned from the YLC Cannabis store they may still place

an online order as long as they meet the age and address requirements noted above and payment

is processed successfulbd

0055

8. Page 17 YLC identifies in t
individuals. As such, this;
irrelevant ones. It is not re
the PB’s decisions. What i
decide not to fulfill orders
‘banned persons list’ orde

Commented [sk321: a Yukoner place an order

el U dat L R e
Commented [sk33R32]: Shipping address in Yukon but billing
address can be anywhere; would need an address in the Yukon;
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L could have mailbox in the Yukon.

Commented [sk34]: Susan, is this accurate or does YLC have
the authority to NOT sell to a banned individual from the store via
online orders? If they do, then who is checking the online orders to
ensure a banned individual is not ordering and if they did place an
order what is the process? Will need all the details to put into flow
diagram as well.

Shelly: No YLC cannot ban from e-commerce.




352

353

3.5.4

3.55

What secondary uses or disclosures are contemplated for the personal information
collected?
The table below summarizes the disclosures of personal information for this initiative.

0056

9. Page 18:3.5.2: please desc
‘anonymized data’ describe
included or how it is anony

(e.g. why can the troublesh
Commented [sk351:

Commented [sk36R35]: Web analytics for reporting; at one

Note that vendors are not contacted to provide service support until after initial troubleshooting
has been conducted in the test system. Only in the event that an issue cannot be resolved

would a vendor be contacted and requested to provide assistance. If the issue can not be
duplicated in the vendor’s system then access to the production data may be required.

onymized data will be used by YLC for analysis and reporting on sales of the eCommerce stor

and a portion of the !Phddress will be used for web analytics to be conduc’ted

Describe how personal information is used for evaluation or planning purposes.
Personal information will not be used for evaluation and planning purposes, only anonymized
data will be used for these purposes. Jdentifiable data from Drupal processed orders (both
successful incomplete and failed payment processing) and the sales tracking system is replaced

with null value (name_date of birth _address excluding postal code) or fake data (IP and email).

The data from Drupal as well as anonymized web analytics data is used by YLC for reporting

purposes (i.e. how many website visitors turned into sales unique visitors trending etc.). YG

has on premise install of MATOMO which is managed by ITC and is used for all Yukon
t ites. |IP

YLC decided to not anonymize the postal code of a customer’s address and currently is retaining
the first 3 digits of the postal code for Whitehorse addresses and the full postal code for all
other Yukon addresses. At this point in time there has not been any reporting conducted.

Has a Records Retention and Disposition Schedule been completed?

Note: Refer to your Information/Records Officer if you do not have access to a Records retention and
Disposition schedule.
information.

Refer to Archives Act Records Management Regulations Section 5 for more

Disclosed to | Personal Information Purpose/Use Agreements point Steve was interested in aggregating data from drupel to (-
Canada Post | Demographic data; Order ID | Shipping estimate—andestimate | Contract Commented [sk37R35]: Service support —initial trouble sr;ﬂ_]
and delivery in test system; UAT; only go to production if unable to reproduc{
Bambora Demographic data; Order ID | Payment processing Contract 21. The website discloses IP add
Bexa hedls:_| Rl el Service support Contract the Google Fonts APl. YLC m
}lellow Pencil | Plin Drupal Service support Contrac‘ﬂ not, the disclosure of this in

Commented [skagl:  Occurred and the pcsslbllityJ

20. The PIA describes that there

must be included in the info
Commented [sk391:

Commented [sk40]: As above ]

9. Page 18:3.5.2: please desc
‘anonymized data’ describe
included or how it is anony
(e.g. why can the troublesh

Commented [sk411:
Commented [sk42R41]: Web analytics for reporting; at one
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not, the disclosure of this in

Coictod TakaT occurred and the ‘possibility

20. The PIA describes that there
must be included in the info
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Does the project disclose personal information for research or statistical purposes? If Commented [sk451:
yes, please explain and attach the research agreement. Formatted
Personal information will not be disclosed for research or statistical purposes. Formatted
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10. Page 18:3.5.5 must take S3
does not apply because it st
Commented [sk461:

Data from abandoned carts is currently set to be]automaﬁcallydeleted from Drupal every 22 da
Information from completed orders in Drupal & the Sales Tracking System will be anonymlzed

o S

Commented [sk47R46]:




3.5.6

Risk

5-1

3.6

3.6.1

(except postal code as noted earlier) after a 30—day retention period of order and delivery
respectively. As per the Terms of Use (Appendix E) customers have 30 days from the order date
to contact YLC if they have any issues after which YLC would have no need to retain the personal
information. As noted earlier the .csv files will be manually deleted after labelling of a package
has been completed.

Identify Privacy Risks/Security Threats regarding Use, Disclosure, Retention
Disclosure

Description
Describe Privacy Risk / Threat here

Re-identification of customers may occur if users have access to both SMS and Drupal

Accuracy of Personal Information (PIA manual reference: 5.5.6 Accuracy)
Objective: To ensure personal information is accurate, complete and up to date for the required purpose.
For more information, see section 5.5.6 of the PIA Manual. Relevant sections of legislation and policy:
HIPMA Section 52: Accuracy of Information Collected; HIPMA Section 28: Correction of Personal
Information; ATIPP Section 31: Accuracy of Personal Information; ATIPP Section 32: Right to Request
Correction of Personal Information.

Describe the steps taken to ensure that the personal information is accurate,
complete and up to date.

For example: records indicate the date the information was last updated; the information systems logs
corrections or modifications to information

[Information is collected and entered into the ecommerce site by the individual directly and is
deemed accurate, complete and up to date. Field Ivalidation [is used (see Figure 1 below) where

appropriate and no comment fields are used to mitigate the risk of any unnecessary personal
information being collected.]

abel23
© 1 errorhas been found: Postal code

BB frease inciude sn ‘@' in the emait sdaress. “abe1 2 ismissing an ‘@". |
Shipping Information

First name Last name

Company

Street oddress

City Territory

Postal code

Figure 1 — Examples of field validation used in the checkout process
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Observations

Commented [sk48]:

7. Page 17:if the information under 3.6.1 is ‘deerr
under 3.6.2? Also, verifying if an email address |
it.

\

Commented [sk49R48]: | forgot | need to it mailed to
different residence — email receipt to user and then realize they
need it sent to summer home so they contact YLC.

11.Page 19: ltisthe g

ot TaSHE online. Therefore, |

Commented [sk51R50]: Not using Canada post address to
confirm the information is accurate; cost involved;




3.6.2 [Describe how an individual’s information will be updated or corrected.
Individuals may correct their information as-at any time during enterng-i-dusing the checkout
process_prior to submitting their order. Field validation is used to help accuracy of data entered
and review of the information is provided prior to the individual submitting their order. Once an
order has been submitted the individual cannot update or correct the information via the
website and would have to use the Contact Us feature on the ecommerce site to pursue any

corrections to their order.

3.6.3 Identify Privacy Risks/Security Threats regarding Accuracy

Risk Description

6-1 | pescribe Privacy Risk / Threat here

Individuals may enter incorrect personal information during checkout process.

3.7 Safeguarding Personal Information (PIA manual reference: 5.5.7 Safeguards)
Objective: To ensure personal information is protected against unauthorized access, collection, use,
disclosure, retention and disposal. For more detailed information on safeguarding personal information, see
section 5.5.7 in the PIA Manual and Schedule 3: Detailed Technical and Security Questionnaire in the PIA
Manual. Relevant sections of legislation and policy: HIPMA Section 19: Custodian’s Information Practices
Generally and HIPMA General Regulation Section 14: Custodian’s Information Practices; ATIPP Section 33:
Protection of Personal Information

3.7.1 Has a Security Threat Risk Assessment (STRA) been completed?
If a STRA has been completed, and it has addressed the questions below, reference the section or page of

the STRA where the analysis occurred.

—[A STRA has been completed on Drupal hnd-is-et*ﬁenﬂy-being—ﬁev-iewedand was accepted by Sean

Mcleish (CIO. ADM Highways and public works).l

0058

which among other inform:

update and correction of ot
Commented [sk521:

12. Page 19: 3.6.2: Itis likely th|

Commented [sk53R52]: Order manager at YLC can change —
add to the data flow diagram

Example: | forgot | need to it mailed to different residence —email
receipt to user and then realize they need it sent to summer home
so they contact YLC.

Commented [sk54R52]: LEE — will need more details on this

process...How do they “contact” YLC — use the Contact Us link as |
indicate in 3.6.2? if so,, what happens to that information so that
it gets actioned? IPC requests a data flow and in the example you
provided we would need one as YLC would be collecting new

p ion (i.e. new )

You indicate below that the Order manager can change orders so
are they the only ones that can access any requests received from
customers? How does this impact the rest of the processing flow
such as label printing if the pack is already d
for pick up by Canada Post?

Y prep:

3.7.2 [Describe how users are authenticated before accessing the information

Objective: To corroborate that a person is the one claimed.

YLC staff access to Drupal and SMS are restricted by Active Directory security groups. Users
must have a YG account
e What method is used:
o Something the individual knows; a password or PIN, for example.
= Are passwords known only to the authorized user of the account? Yes

21
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Commented [S55]: STRA provided to IPC

)

13. Page 20: The STRA has no
as there are concerns reg:
concerns E-commerce wel
and the sharing of IP infor

Commented [sk561: concerns’ must be addres:

Commented [sk57R56]: STRA approved yet? ITC Nazar Fahal
—Susan can request approval info and copy of recommendation
-Typically ensure the service owner Steve receives and accepts
the STRA; Steve or Matt King
-Lee will check with Nazar

Commented [sk58R56]: Susan can you get a copy of the
STRA as per the IPC’s request. | also need the
recommendations from the accepted STRA as | only have
the ones from the draft STRA in the PIA.

N

14. Page 20 3.7.2: Currently, use
implement this as absence ¢

Commesitind foAs01 data extraction from the sys

J
<

record of logged in users; order managers; viewing information;
right now it exists indirectly but cannot be used for auditing; if had
L to they could piece meal;

Commented [sk60R59]: Related to auditing; business specific ]

J

[ commented [sk61R59]: LEE can you provide some details re:
piece ling inft ion if needed so | can put something in the
PIA to try and satisfy the IPC




0059

=  Where authentication is based on username and password, are effective
password policies in place and do they adhere to YG’s corporate
password policy? Yes
e Are users assigned a unique name and/or number for identifying and tracking user
identity? Yes
e  What is the current format used for unique identification? firstname.surname
e (Can the unique user identifier be used to track user activity within the information

system? [Not currentM /{ Commented [sk62]: Related to IPC concern noted above
. boes the information system have automatic logoff capability whereby users must re-
authenticate to access the information system? Commented [sk63]: LEE 1 just noticed this was not

answered...do you know the answer?

3.7.3 Describe how access to the information is controlled.
Objective: Only individuals with a need to know have access to data; based upon job duties, restrict user
functions to view, read, write, delete, and/or execute roles.

Access to Drupal is role-based, as shown on the table below, and is restricted to very few
individuals. Access will be reviewed every 6 months.

Role Access Number of | Number of
YLC Users ICT Users
Content Administrator | Edit/admin pages and related content only, 2 1

e.g. menus - no access to personal
information(PI)

Product Administrator | Edit/admin product catalogue only — no 4 1
access to Pl

Order Manager Read orders — access to Pl 0 1

Order Administrator Read and modify orders - access to Pl 2 0

User Administrator Create and modify users — no access to Pl 1 0

Administrator Unlimited permissions —access to Pl 0 1

3.7.4 Describe how you will audit or track who accessed information.
Objective: To have a record showing who has had access to the information system and what operations
were performed during a period of time.

As noted in 1.1.1, Drupal logs some business-level activity, but currently does not audit access to
order information. Auditing for Drupal order information is being developed, but is not yet
available for use for the version of Drupal (8) being used for this initiative. A PIA Addendum will
be submitted when auditing becomes available and is implemented to answer the required
questions noted below.

3.7.5 Describe where and how information is transmitted.
Obijective: To safeguard against unauthorized access and modification during transmission (both physical
and electronic information).

Information is electronically transmitted as follows:

22



To enter store, customer’s date of birth is entered into the secure website to enable
calculation of their age.
During checkout

o Personal Information (address) is transmitted via Canada Post’s secure APl to

calculate shipping charges.
During payment processing

o Personal Information of customer and Order ID is entered directly into Bambora
secure inline page to process payment.

o Transaction ID is transmitted securely back to Drupal.

Upon completion of successful payment processing

o Order confirmation is emailed to customer.

o Order ID and product details are manually exported as a flat file periodically
throughout the day from Drupal and manually imported to the SMS for order
processing.

o Order ID and personal information is manually exported as a .csv file to a secure
folder on YG network shared drive.

o Personal information is transmitted from the .csv file when queried by EST to
generate shipping label which is affixed to the package for delivery/pickup.

Upon pickup of package:

o For mail deliveries, Canada Post scans Order ID which generates an email to the
customer through the Canada Post system.

o Forin-store pickup, YLC staff manually transport packaged orders daily to the YLC
cannabis store.

How does your program transmit information? Electronic transmission of data

o How often does your program transmit information? When orders are placed,
data is transmitted via https ecommerce site to YLC Drupal system on the YG
network.

o Is there a procedure in place to ensure that any removal of personal information
from the premises has been properly authorized? Yes — Canada Post pickup
process and delivery to YLC; then YLC delivers to Cannabis store for in-store
pickup process

Is data encrypted to prevent access by individuals without access rights? Yes - https

o Encryption is [:acommandad-used asforthe followingfollows:

0060

commented sk, ODSETVAtIONS

5. Page. 22 states that HTTPS encryption is recon
active and if encryption algorithms meet indu:
standards.

Commented [sk65R64]: Used for all communications

C /store;

=  Back-up media that must leave the facility NJA

= Emails containing sensitive information NJA

= Laptops or mobile devices containing sensitive information NJA

= Internet sessions involving sensitive information Yes - https

= Any remote access sessions involving sensitive information N/A
o What method of encryption will be used? https used for eCommerce sit

Encryption is used for all communications with the customer using current industry standards

Encryption SSL Labs —online testing tool 4sept A+
Current industry standards; track certificate sxpiry and internal best

L practices for server algorithsm for encryption
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Describe where and how information is stored.
Objective: To safeguard against unauthorized access and modification at rest (both physical and electronic

information).

Information for all aspects of the YLC electronic processing of orders are stored on the YG
network, ICT data centre. No encryption is used for stored data. Labels and packing slips are
printed at the time of completing orders for delivery, and affixed to packages that are stored in
the YLC warehouse cannabis vault. For in-store pickup of orders, packages are securely delivered
to the YLC cannabis store and retained in the secure cannabis storage area until the respective
customer attends to retrieve their order.

Describe the physical security measures taken to protect the personal information.
Objective: To protect the actual computer hardware, software, data and information from physical damage
or loss due to natural, human, or environmental threats.

All eCommerce product and physical paperwork (i.e. labels and packing slip) will be confined to
the cannabis warehouse vault.

e Do physical security measures include

o
[0}
[}
[0}

o

Locked cabinets? Yes
Locked office doors? Yes

Pass cards? 72(1)(b)(vi)
Motion detectors and other intrusion alarm systems? 72(1)(b)(vi)

Procedures for visitors? Yes — sign-in / Visitor Badge

e Do physical security measures for workstations include:

o]
o]
o]

Publicly accessible service counters kept clear of personal information? Yes
Situating workstations so visitors cannot read screens? Yes
Enable password protected screen savers? Yes

e |sthere a nightly closing protocol requiring employees to:

o

o

Clear all personal information from desks and place files containing personal
information in locked filing cabinets? Yes

Lock all office doors and cabinets? Vault and critical Offices — President, Directors,
HR are all locked

Log out of all computers? Yes

Remove all documents containing personal information from fax machines and
printers? Yes

Set intrusion alarms (where installed)? Yes

e Are users aware of how to securely dispose of information or equipment?

o

Is a policy or procedure in place regarding the secure disposal of personal information
or sensitive business information? Does the policy or procedure include:
= Arequirement to identify which types media will require secure disposal; and
Yes (Label & Packing Slip)
= The disposal of the information has been logged in order to establish an audit
trail Yes (SMS & Sales Tracking System)
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Describe the technical security measures taken to protect the personal information.
Objective: To secure the information system and the networks on which the data and information reside.

o 72(1)(b)(vi)

Describe the administrative security measures taken to protect the personal
information.
Objective: To control human behaviour through clearly written policies and procedures.
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Are employees aware of or affirmed in writing they have read and understood corporate
privacy policies for HIPMA or ATIPP? Yes — all YLC employees must complete training at time
of hire

Are agreements in place for information exchanged between your department and another
party, and that these agreements fulfill the requirements of the governing privacy legislation?
Yes — there are agreements in place between YLC and YG and HPW ICT

Do all contracts that involve personal information contain a privacy protection schedule? Yes
o Are contractors required to comply with the organization’s privacy and security
policies or equivalent policies to ensure that contractors are bound by the same
legislated privacy standards as the organization? Contractors are required to comply

with YG Guidelines for using computers and a Network access agreement.

o Are contractors and other third parties required to return personal information to the
contracting organization upon completion of the contract? Yes

o If not required to return the information, are contractors and other third parties
required to securely destroy, using an approved method, the information at the
completion of the contract? Yes

o Are there regular inspections and/or audits (scheduled and unscheduled) of
contractors and third parties to ensure compliance with security and privacy
standards? There are scheduled audits of access logs as well as security reviews.
There are unscheduled checks on compliance with privacy standards.

o Are there contractual provisions in place to control outsourcing of any role involving
personal information to sub-contractors? Per contract, subcontractors are only
permitted with written consent from YG.

o Are contractors required to complete privacy training? No.

Has training been implemented for all employees, data custodians and management to
ensure they are aware of and understand permitted access, use and disclosure of personal
information? Yes — all YG employees must complete training at time of hire

Has training been implemented for all employees, data custodians and management to
ensure they are aware of and understand requirements for password maintenance and
proper password security? Yes — all YG employees must complete training at time of hire

Are employees required to sign confidentiality agreements? Yes

Are potential employees who will have access to personal information adequately and
appropriately screened? N/A to this initiative as no “potential employees” are involved.

Is there a process to ensure immediate recovery of keys and pass cards, and the revocation
of access privileges and appropriate notification of security personnel when a termination
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(voluntary or involuntary) occurs? Access to the Drupal system is limited to users with valid
YG YNET accounts, in the correct authorization group. ICT has a turn-down process for YNET
accounts.

e Is there a contingency plan (including Data Backup Plan, Disaster Recovery Plan, and
Emergency Mode Operation Plan)? The infrastructure that is on VMs (Drupal servers, DB
servers, Search) are included in nightly snapshots and on a regular backup schedule. A
Disaster Recovery Plan has not been developed. In case of disaster it is possible to restore
from one of those nightly snapshots.

e Are standards in place on the use of various communications media (both physical and
electronic media)? Yes

e |s there a policy governing the use of mobile devices and removable media if being used to
store personal information? N/A as no mobile devices or removable media being used in this
initiative to store personal information.

3.7.10 Identify Privacy Risks/Security Threats regarding Safeguards

Risk
7-1

Note: Include Risks identified in STRA
Description
Describe Privacy Risk / Threat here

Auditing for Drupal order information is being developed, but is not yet available for use for the
version of Drupal (8) being used for this initiative.

Security patches for Drupal are not maintained regularly exposing data to unauthorized access, use
and/or disclosure.

Lack of documented procedures for staff involved in processing online orders.

FROM STRA| Observations

Commented [sk661:

6. Page 29:The first recommendation from the S1
for the e-commerce platform will conduct the §
product implementation. No one should be the
here.
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Overall Risk Determination

Risk Likelihood definitions

Risk Impact Analysis

3.8 Openness (PIA manual reference: 5.5.8 Openness)
Objective: To make readily available a program’s and a public body’s or custodian’s policies and practices
relating to the management of personal information. For more information, see section 5.5.8 in the PIA
Manual. Relevant sections of legislation and policy: HIPMA Section 21: Statement of information practices
to be made public; GAM 2.27subsection 2(2)(g).

3.8.1 Describe how policies and procedures related to the management of personal
information are made available to the public.

The YLC eCommerce site will have a link to its Privacy Policy, as well as Website Terms and
Conditions of Use.

3.82 Identify Privacy Risks/Security Threats regarding Openness

8-1 | pescribe Privacy Risk / Threat here
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391

392

393

Risk

Individual Access to Personal Information (PIA manual reference: 5.5.9

Individual access)
Objective: To ensure compliance with privacy legislation by giving individual timely access personal

information held by public bodies or custodians.

Relevant sections of legislation and policy: HIPMA Section 24: Right to Access, Section 25: Application for
Access, Section 26: Custodian’s Response to access request; ATIPP sections 1(1)(b), 5 and 6.

[Describe how access to the personal information will be facilitated. |

Has a Personal Information Map been completed for this project?
Note: Complete Tab 3: PI Map (Inventory) from the excel file you completed when answering question 1.1.6.

See 1.1.§ Tab j

Identify Privacy Risks/Security Threats regardilng Access/Correctio

Description

0066

15. Page 27.3.9.1,3.9.2,3.83, :
apply, substantiate why it d

apply.
| Commented [sk671:

Commented [sk68R67]: Susan can you provide details on
how access to Pl is managed for the online orders. | would also
recommend that the online privacy policy for the cannabis site
should clearly indicate that YLC does not retain Pl after 30 days of
order processing unless a return or complaint has been initiated
Lmus cannot process any request for access to PI.

Formatted: Indent: Left: 0.5"

' commented [sk69]: Susan please review this tab...| have

changed Audit to N from TBD and also still need to know the # of

| Describe Privacy Risk / Threat here

I

3.10 Challenging Compliance (PIA manual reference: 5.5.10 Challenging

3.10.1

3.10.2 [Are staff aware and procedures in place to respond to a privacy complaint?
a privacy breachcomplaint YLC staff —mustadhereto-theYukon-Governments

In the event of

compliance)

Objective: To ensure a process is in place for individuals to challenge a public body’s or custodian’s
compliance with privacy legislation. Relevant sections of legislation and policy: HIPMA Paragraph 19(3)(g):
establish a procedure for receiving and responding to complaints regarding its information practices;
GAM 2.27: Privacy Complaints Policy

Are policies and procedures related to the management of personal information
available to the public?

Privacy policy (Appendix D) and \Website-Terms and-Conditions-of Use (Appendix E) for online
ordering system regarding management of information related to this initiative will-beare
available to customers through links on each page of the online store.
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Commented [sk70]: will do this once questions are answered.

)
)
)

Commented [sk711:

16. Page 27: 3.10.2 does not ac
breach. Also, awareness is

procedures for them to follow in the event of a privacy

COMPLAINT? Please me pi if there is

Commented [sk72R71]: Susan are staff trained and are there

one or slide from training, policy, etc that | can reference/append.
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3.10.3 Identify Privacy Risks/Security Threats regarding Challenging Compliance

Risk Vbescriptior{ ;—[ Commented [sk73]: To do once answers above are obtained |

1 Describe Privacy Risk / Threat here

4 OVERALL RISK AND MITIGATION

4.1 Risk Mitigation Table (PIA manual reference: 6.0 Assessing risk and
mitigation strategies)
Please complete the table below. Input all of the risks identified in sections 3.1 to 3.10, identifying any privacy risks
associated with the collection, use or disclosure of the personal information involved in this project and stating the
mitigation strategies that will be implemented.
For more information, see section 3 in the PIA Manual.

Impact Risk Reference Table

# Privacy Risk / Threat Likeli- Impact Risk Mitigation Strategy Account-  Risk Level
hood Level ability After
Mitigation
Customers-may-notread-the-Privacy-Rolicy H £ M brlcereeveliabletothe | ow
o ol "
T
m«.]—/[ Commented Isk741:  17- Page 28/29: Mitigation
41 Risk of personal information being used and/or = VL H M Restricted access to L
disclosed for unauthorized purposes. personal information

Users must complete
privacy training
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13 | Risk of unauthorized or ver collection of VL L VL

personal information

RRetention period of 22 days for abandoned L H M
carts is unnecessarily long given that a

customer cannot “log in” to retrieve cart and it

is only available to them until browser is

free text fields are
included in the online
ordering process to
mitigate unintentional
overcollection of

personal information.

Retention should be
configured to 1 day to
avoid unauthorized
retention and potential

closed_] unauthorizedA
FROM STRA
Recommendations
(1.1 Conducta PepetrationTest [ Priority: [ Hig

It’s critical to ensure that the system
goes through a full web application and
network penetration test as the system
carries highly sensitive data and
product. Moreover, this system
represents the first full e-commerce
system in YG with a new development
partner.

YG should consider conducting a
penetration test for the system before
the production

This should mitigate the following risks:

02 Hacker takes control of service due to
unpatched security flaw

03 Hacker takes control of service due to
flaw introduced by poor software testing

M R
9 P

A penetration test would be conducted by
a third party vendor for the eCommerce
portal.

Owner:
Kanwardeep Singh
Project Manager, ICT

Implementation Deadline:
16-Oct-2018

0068

18. Page 28/29: The risk of over
recognize and appropriately

Commented [sk751:

Commented [sk76R75]: Susan this is referencing the Contact
Us form — who gets those emails and how have they been trained
to manage the Pl that they receive?

Commented [sk771:  17- Page 28/29: Mitigation]

VL
19. Page 29: Last time | checkec
session stays active for 23 d
continuation of the shoppin
| Commented [sk781: as given under recommend;

Commented [sk79R78]: Age verification cookie is separate
cookie and should all be aligned; Lee to check with vendor;

Commented [sk80R78]: 20 & 21 add web analytics;

Google fonts API —IP disclosed to them; if the use of the service of a
font for a design is accepted then the sharing of information is
required for delivery of that service; if Font is required to work with
Drupel — we shouldn t use hosted fonts

Branding guidelines ide of the included
specs for a specific font —use online service Google Font APL.
Automated process;

Lee to send me some information;

Could YLC achieve same without a font provided service? Trade
offs -turn it off and layout will not conform with the guidelines; pay
to develop without using APl — cost outlines;

Look at privacy statement re: processing and third party lists
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cannabis site does not include information about disclosure of Pl
to Google Font APl
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Commented [sk82]: Obser —need
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1.2 Deploy a Web Application Firewall (WAF) and NSX Priority:
configuration

YG is currently using NGINX as a load
balancer only which helps with
availability and efficiency. However, it is
important to configure it as a Web
Application Firewall (WAF) as well; such
as ModSecurity module, will provide a
continuous and real-time protection to
the system.

Wrapping the system with strict rules in
NSX will further mitigate the intrusion
risks

WAF will provide a real-time application
security monitoring by inspecting the
HTTP traffic stream, in real-time and
providing a full HTTP traffic logging
which in tum will harden the Web
application.

NSX rules configuration for Virtual
Network will help in restricting access to
the server and consequently securing it.

These should mitigate the following risk:

due to lack of Intrusion Detection

lication r firswalls

ICT is working to install NSX by next week.

Lee to further explore on WAF with TIO
team.

Owner:
Lee O'Mara
eServices Web Architect

Implementation Deadline:
05-Oct-2018 for NSX
12-Oct-2018 for WAF
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1.3 Establish an access control management policy/process |Priority: | Moderate |

YLC need to have a documented and
efficient access control management
process

A formal documented access control is
vital to reduce the risk of data leak and
keep data the integrity.

The access control policy should clearly

YLC to provide a list of permissions and
develop a role and responsibility matrix

determine the allowed activities of system by the project go-live date.
legitimate users, mediate every attempt
by a user to access a resource or data in
the system. Owner:
Steve Cummings
This should mitigate the following risks:
02 Hacker takes control of sarvice dua to | Director, Operations, YLC
unpatched security flaw
04 Insidec thraat to cystomer data
Implementation Deadline:
16-Oct-2018
T O . 777
M. t should blish a clear This will ensure rati and M g t Resp
opcrabonalmoddtowpportﬂw pikhlngdﬁnsymwprdxtlt
d line and third | from accidental and deliberate First and second level support to be
level suppontmﬂlnlrdesu'ld misconfiguration. established by YLC before the go-live of the

r‘sponsubilmesandmlevdbo
and data should be defined

This should mitigate the following risks:
01 Service becomes unavailable or
vulnerable due to lack of clarity in
operational procedure

system. Vendor (Aco Media) will provide
the support for initial 3 months after go-live
as per the contract.

Owner:

Steve Cummings
Director, Operations, YLC

Implementation Deadline:

16-Oct-2018
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1.5 Log monitoring and Intrusion detection [Prioritys | High |

YG to provide a tool and process to

Log monitoring is an important factor to
intain the system stability.

collect, parse and analyze the syst
and network logs to ensure early
of sy

A borts

Y

Logs analytics can help to detect hacking
attempts, virus or worm infections and

loits, hardware probl Fandmany

This should mitigate the following risk:
09 Hacker takes control of the system

due to lack of Intrusion Detection
Systam IDS, network monitoring, and
Application | fi I

YLC accept the finding and would consider
implementing a YG approved solution. Lee
to check with Nazar for the potential
systems and associated costs.

Owner:
Lee O'Mara
eServices Web Architect

Implementation Deadline:
17-Jan-2019

1.6 Encryption and Tokenization Priority

It’s important to use encryption
technologies to protect the
fidentiality of cust data within

YG should consider encrypting the
transient records in Drupal

the system from unwanted observation
and intrusion
This should mitigate the following risks:

07 Thef of citizen’s data from the sit
04 Insider thraat to customer data

=

All the communication with the server are
encrypted, all transactions with the server
are encrypted. The data within the

application is not encrypted.

YLC accept this risk as there is encryption on
data in transit. Risk would be reduced by
putting a retention policy and limiting the
amount of data being retained.

Owner:

Steve Cummings

Director, Operations, YLC
Implementation Deadline:
16-Oct-2018
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YG should clearly define the retention
period of all records in the system

It essential to establish periodical
reviews of data retained.

This should mitigate the following risks:
i B sk B et ki

thelack ofa rateptionpolicy | needsto be retained for to supportthe |

Data retention policy in place to retain the
personal data for 30days from the date of
order and then to anonymize it. Periodic
review of the number of days the data

operational processes.

Owner:
Steve Cummings
Director, Operations, YLC

Implementation Deadline:
16-0ct-2018
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5 COMMENTS FROM REVIEWER:

6 SIGNATORIES AND APPROVAL

DM or Delegate

Name, Position Date
Information Owner

Name, Position Date
ATIPP Office
Reviewer

Name, Position Date
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APPENDIX A — Screen Dumps of the Ordering Process (as-e&0t-8,2043as of Sep 26, 2019)

Age Validation

cannabisyukon.org/homepage

N

CANNABIS

YUKON
You must be atleast 19 years of age to enter this site.

It isillegal for a person younger than 19 years of age to
purchase or attempt to purchase, or possess non-medical
cannabis in Yukon.

Products will only be shipped to a Yukon address and
must be received by a person 19 years and older (valid ID
required) who is not intoxicated.

Review our Terms and Conditions of Sale for purchases.

Enter your date of birth:

ErrEr =]

D | am not intoxicated. | have read, understand and
agree to our Privacy Policy and Terms of Service,
understand that itis illegal to purchase or attempt
to purchase cannabis If under 19 years of age.

ENTER SITE LEAVE SITE
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Commented [sk83]: Need to add to the pop up to cover CUD
notice
-Need to get an updated version;
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If age calculates as under 19 the following message is displayed:

If age calculates as 19 or over, the customer has the option to “Enter Site”:
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Sample of banner page if they enter the site:




0077

Sample of information pages available to the customer:
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Sample of the Shop Now page that provides catalog of available products:

When customer clicks on a product more details are provided:
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When the customer adds the product to the cart the “Equivalency weight” is updated accordingly:

When Customer views their cart:
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When Customer clicks on “Checkout” button:
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After customer fills in the shipping and payment information:

If the card is declined, user is back to the payment information page to re-enter/correct the card details:
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When the payment is successful, confirmation of order and Order ID is generated and email sent:
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2 Reply &2 Reply All £, Forward
Tue 2018-10-02 8:26 P\

info@gov.yk.ca on behalf of webadmin@acromedia.com
Order #31 confirmed

To Steve.Cummings
o If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to downlozd pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Store

Order Confirmation

Order #31 details:

3x Default $72.00

Shipping Information Billing Information

Steve Cummings Steve Cummings

Yukon Liquor Corporation Yukon Liguor Corporation
9031 Quartz Road 9031 Quartz Road
Whitehorse YT Y1A 4P9 Whitehorse YT Y1A 4P9
Canada Canada

Shipping method

Expedited Parcel
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" Commented [SK84]: This is not the email that will used to send

messages — have not been supplied with it but have been told itis a
donotreply address that will not identify the email as being related
to a cannabis sale

Commented [sk85R84]: LEE Can | get a sample for the actual
email account that is being used
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Other available information once in the store site include:

Footer links:

Buying, shipping and returns

Buying

To view or purchase products from our website you must be 19 years of age or older.

QOur checkout process limits you to 30 grams or the equivalent per purchase. This limit is to prevent anyone from exceeding the legal
personal public pessession limit. For more information on pessession limits and legal cannabis preducts visit (Yukon regulations).

QOur online store supports Visa and MasterCard credit cards only.

If you have an American credit card, you may not be able to check out due to the restrictions in place by your credit card company.

To learn more about how to choose a product that is right for you visit Co 101. After you place and pay for an order you will
receive an email confirmation with your order number. Please keep this email as your order number will help us if you have any issues,

You will receive a second email from Canada Post once your order has shipped. It will include a tracking number. Keep this tracking
number in case you have any issues with delivery or need to pick-up from the post office.
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Buying, shipping and returns

Buying
Shipping

We can only ship to a Yukon address, the person receiving the delivery must be at least 19 and not intoxicated.

All deliveries are by Canada Post who will ensure Proof of Age on delivery. Proof of Age ensures that when the receiver appears to be
less than 25 years of age, Canada Post will request a phote identification proving the person's age and will record the signature and
name of the receiver. Conada Post will only release the package to a person with an acceptable identification (ID) proving the required
age of 19 as part of the Proof of Age option and who is not intoxicated.

If no adult is home, or if you appear intoxicated, Canada Post will leave a delivery notice card instructing the recipient to collect the
package at a post office. Only the addressee (of legal age) can pick up the package at the post office. The addressee must present one
valid piece of government-issued photo identification that matches the address on the item.

If you have a post office box as your delivery address a delivery notice card will be left in the post office box indicating which post office
you need to pick-up the package at.

IMPORTANT: If you are not at the delivery address to receive your product, Canada Post will return it to Yukon Liquor Corporation i
not picked up after fifteen (15) days. Yukon Liguer Corporation will not issue a refund if Canada Post is unable to deliver the product
and it is not picked up within the fifteen (15) days.

Buying, shipping and returns

Buying

Shipping

Returns and refunds

Cannabis retail store staff will process a return for either a refund or a replacement product if the product is returned within 15 days of

purchase with the original receipt if:

» The product is recalled.

« A customer received a product they did not order or the order is incomplete.

» The order arrives damaged or the packaging appears to have been tompered with in transit.
* The customer returns the product within 15 days of purchase.

» The package was shipped and not received.

If this happens please contact us as soon as you notice an issue listed above,
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Buying, shipping and returns

Buying

We cor only ship to ¢ Yukon oddress.

All deliveries ere by Canada Post who wil ensure Proot of Age on delwery. Proaf of Age ersures that when the receiver oppears to be less ihan 25 yeors of age. Canado Post will
request a phato identification proving the persor's age and will record thve signature and name of the receiver. Conoda Post will only release the packoge to @ person with an
acceptable identification (1) proving the required age of 19 as part of the Proof of Age option.

1 10 0dult is Pome, Canoda Post will leave o deliery natice <ard Instrcting the recpient t collect the package at @ post office. Only the oddressee (of logol 0ge) can pick up the
package at the post sfice, The oddressee must volid piace of pheto the sddress on the item.

if you have a post office box as your delivery oddress a delivery notice card will be left in the post office box indcating which post ofice yos need to pick up the package at.

IMPORTANT: £ you are not at the defvery address to receive your product. Conoda Post will retum it to YLC f itis not picked up after fiftees (15) days. Y1C will not issue o refand if
Canods Post s unable to deliver the product and It 1s net picked up within the fifteen (15) days.
Returns and refunds
Buying, shipping and returns
Buying
Shpping s
Returns ond refunds

The Yukon Cannabis online store will ONLY oceept retums of issue refunds it

1 Your srder does not orrive.
2 Your erder amives damoges.
1 Your eeder is wrong of incomplete.

1f thic hoppant pleace cantact XOOGMK oe toon ae yoa rotics an iecse licted aboua

Privacy Policy: See Appendix D
a a
Privacy Policy
The Yukon Ligeor C: s o p g your privacy. Th use, and disposal of information collected via Yukon Liquer Corporation

online propertes, such as our websites Is done In compiiance with the Access to Information ond Protection of Privaty Actond the Archives Act. The purpose of this privacy
statement is to inform you of the personal information that may be collected from you when you interact with the Yukon Liquor Corporation online.

Collection of personal information

Personal information from Yukon Liquer Corporation websites is collected pursuant to section 29(c of the Access to Information and Protection of Privacy Act for the purposes stated
below.

Communicating with the Yukon Liquor Corporation

If you choose 1o send an email or complete o feedback form orline, your personal information may be used in order ta respond to your inquiry. Emails and other electronic methods
used to communicate with the Yukon Liquor Corperation are not secure unless itis specifically stated on a web page Therefore, 2 is recommended that you do not send sensitive
personal information using these methods.

Improving your experience on the Yukon Liquor Corporation websites

Web analytics

Wb Iytice i the , anolygie, . and rep of dato about website traffic and viete for pury of ard improving the Visken Liquor
Cerporation website usage. The Yukon Liquar Corporaticn uses analytics software to collect webske visitor data. Ths is not used to identify When your
computer comtacte o Yukon Liquar Co web page, the g typee of infe collocted tor webeite Iyt

the originating P adcdress

the date and time of the request

* thetype of browser used

the type of device used

the computer operating cyttem uced

the screen size being used

the page(s) visited

the URL of the page that was viewed prior to the current page
files that were clicked and downleaded

links to an outsde domain that were clicked

the time 1t takes for webpages to be generated by the webserver and then downloaded by the user
* the main kanguage of the browser being used

.

.
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Cookies

Some Yukon LIGUOr COrporauon websites moy downlood o “ceokie” 10 0 VISITOr's computer. This is ¢ data file thet the web scrver uses the and of
the visitor: thereby allowing the site 1o better respond to the visitor's habits on sebsequent visits. Any visiior with concerns over the collection of this type of information should set
el browser Lo Not accept cookies of 10 display @ warrng that a ceokie will be downloaded If the site is occessed, Setting tese trowser opticns wik not exclude the visitor from arry
‘Yukon Liquer Corporation website, but may prevent you from purchases.

Registration

Some Yukor Liquor Corporation websites request visitors to register via an online form. This is done 50 that the Goverament can deliver ¢ service and respond more effectivelyto a
epecific identified ndividuol The data from the form and ite recpones will be ctored to fulill the carvice request. Thece communications bacome part of the record of the trancaction
and must be g to fukon Liquor Corp records p The personal within th B

according to the requirements of the Access to Information and Protection of Privacy

Third-party social media

The Yukon Liguor Corporation's use of socksl meda serves as an extension of its presence on the imernet. Social medio account(s) ore public and are not hested en Yukoen Liquor
Corporation servers. Users who chocse to nteract with the Yukon Liguor Corporation va socal media should read the terms of service and privacy policies of these third-party
service providers and those of any applications used to access them The Yukon Liquor C in no way for the privocy proctices of these sites. Read their privacy
statements 1o find out how they track and use your information:

Third party services we use
‘When you visit our websites, or purchose products, we use the following third party services which may collect personal data:

Bambora
Purpose of processing: Ta process payment for orders in our $hop

Data location and security: Conada
Personal data collected: Payment informaton. bifing name. biling cddress

Privacy policy

Privacy policy

Canada Post

Purpose of processing: To calculate shipping costs and to deliver products ordered in our shop
Data location and security: Canada

Personal data collected: Name, physical address

Privacy policy

For questions about online privacy in the Yukon Liquor Corporation email Susan Russell

Jgovyk.ca or phone 867-667-3704.

Buying, Shipping & Returns Privacy Copyright Contact
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Contact Us page has a secure form for customers to submit their inquiry:
Meed help with your orde

CANNABIS

YUKON

Contact us

Cannabis Yukon

120B Industrial Rd
Whitehorse, Yukon

Questions? Send us a message!

All fields required, unless indicated.

Y1A 2T9
Full Name
& T
=
i Y Email Address
3
‘_" L
& e Phone Number
T, %
a i e T Message
% i ; o !
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APPENDIX B —— Network & Information Access Agreement

Yakon

Highways and Public Works

Information and Communications Technology
NETWORK and INFORMATION ACCESS AGREEMENT

with respect to services provided to
Government of Yukon
(YG")
by
[[contractor name]]

(the “Contractor”)

1. This agreement governs access by the Contractor's employees, agents. and subcontractors (the
Contractor’'s “Staff’) to YG's private networks, computers, and information.

2. This agreement is subject to the terms of YG Gontract B number [[number]].
Failure to follow the terms of this agreement may result in the termination of the .
agreement.

3. The Contractor recognizes that each member of its Staff requiring access to YG networks must have an
Account Application Form completed and authorized by the sponsoring department and signed by the
individual Staff member before exercising access to those networks. Contractor Staff are authorized
network access only to the information identified in their fully signed Account Application Forms.

4. The Contractor shall be accountable for all actions committed and all omissions made by its Staff in
accessing YG networks and information.

5. The Contractor shall notify YG's Highways and Public Works Information and Communication Technology
Division (“ICT") in writing of all requests for account modifications and changes to authorized YG network
access accounts. The Contractor shall immediately inform ICT if a member of the Contractor's Staff ceases
to be employed on a contract between YG and the Contractor, or no longer requires access to YG
networks for work related to the execution of such a contract.

6. The Contractor shall immediately inform YG in writing if the Contractor becomes aware of any occurrence
or Incident resulling In suspected or confirmed contravention of any part of this agreement. Furthermore,
the Contractor shall inform ICT as soon as possible after becoming aware of any circumstances, incidents,
or events that may impact the availability or security of any YG computer program, data, or network
component.

7. The Contractor acknowledges that all software, files, data, and documentation created by the Contractor
Staff during the execution of a YG contract may constitute YG records and may be subject to YG's
legislation and policy regarding the use and disposal of records.
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Yakeon

Highways and Public Works

Information and Communications Technology

10.

Contractor Staff shall not use any other person's account name, password, or other form of access
credential. They shall not divulge, share, or otherwise compromise any passwords for YG accounts,

contracts for YG.

Contractor Staff shall not use YG computer systems, applications, networks, accounts, or data for activities
not directly related to the execution of YG contracts.

Contractor Staff shall treat personal information in accordance with Yukon's Access to Information and
Protection of Privacy Act and shall not disclose it to any third party without the consent of YG.

. Contractor Staff shall treat as confidential all information supplied to, or obtained by, the Contractor, or that

comes to the knowledge of Contractor Staff during work for YG. Furthermore, Contractor Staff shall not
publish or disclose this information to any third party, or permit it to be published or disclosed to any third
party atany time before or after termination of the contract unless specifically authorized by YG.

. Contractor Staff shall store and transmit personal and YG information in a manner that ensures it is

controlled as required by Sections 10 and 11 of this document. More specifically, Contractor Staff shall not
transmit the personal information of Yukon residents via email nor store YG information using data storage
services owned by a third party. [[Insert specific examples where possible of other things that are
prohibited or OK; example... Contractor Staff may transmit to YG, or to a third party specifically authorized
by YG, geomatics-related data, information, images, scripts, software, reports, and correspondence by
email or other means via YG networks or the public Internet.]]

. Contractor Staff shall not make unauthorized copies of YG software, data, or documentation.
. Contractor Staff shall introduce files or software to YG computer systems only in accordance with a

contract between the Contractor and YG. Before doing so, Contractor Staff shall scan files and software for
viruses, malware, and other potentially harmful content.

. Contractor Staff shall not reveal to unauthorized persons the details of any hardware or software security

mechanisms or procedures used by YG. Furthermore, Contractor Staff shall not test, examine, or attempt
to circumvent such security mechanisms or procedures unless required to do so by a contract between the
Contractor and YG.

. Contractor Staff shall not access or modify YG software, files, or data without express permission from YG

to do so. Contractor Staff shall not take any action that might reasonably be construed as likely to impact
other YG network users by obstructing, interrupting, or interfering with the use of YG computer programs,
data, or network components. Furthermore, Contractor Staff shall not take any action that might be
construed as likely to alter or destroy computer programs, data, or network components, or that would
render them meaningless, useless, or defective.

Inhials

v9.20131121
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 Formatted: Font: (Default) +Body (Calibri)

Yakeon

Highways and Public Works

Information and Communications Technology

These members of the Contractor's Staff who have been granted access to YG networks hereby declare that they have
read, understeod, and agree to be bound by the provisions of this agreement.

Name Tille Snélure Date

As an authorized representative of the Contractor, | hereby declare that | have read, understood, and agree to bind the
Contractor to the provisions of this agreement.

Nemo Titlo Signature Date

Initials
V920131121
3/3
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APPENDIX C — Account Application Form

Print Form

ACCOUNT APPLICATION FORM
Highways and Public Works Incident #
Information & Communications Technology
ACCOUNT INFORMATION
0 NEW ] DELETE ] CHANGE

Last Name:l First Name: |:| Middle Initial: I
Title:| Phone: I Mail Cude:l |
Department:] Branch: I ]Ernplavee #: I

- If you have an EXISTING YNet Account, please use that Account 1D,

- For new account use: First Name Initial, Middle Initial and Last Mame = Up to 8 characters is the standard.
- Example: John Paul Smith = JPSMITH

- All Account IDs are to be made the same, i.e., YNet and AS400

o | N[ Jemmeoommceonne] Jf L Jf [ 1]
O YNET O DIAL-IN YNET O wven
O e-mail Suggested E-Mail Address @ gov.yk.ca

First and Last Name Is recommended (example: John.Smith). Please Print Clearly

[ as400
O cms
O FIRM Required Access levell:l Entry Level Access I:IBudget Access Level l:l
Data Department Signature of Firm Data Owner
_RESPONSIBILITIES

of the nt} is re

reading, . and agreeing to the terms of this form

= reading and the s dires for Using C and other guid or policies for the use of computer
resources and conforming to them:

= when in doubt, seeking supervisor or departmental HR unit advice 1o clarify whether a contemplated use ks unlawful or unacceptable,

rized oS
. ermmg !ne autnorlzcu usc1' ruds ar\d signs his Iorm anu approving the application by a!ﬂxlng their slgnature a5 thee USer's SUpervisor:

= ensuring the authorized user has read and is continually aware of the g for Uising and conforms to
appropriate compuler use:

formally advising ICT of requests for YNet account modifications or to permanently revoke or lemporarily suspend a user's access 1o elecironic
networks, systems and services:

initiating investigations of suspected security breaches, inappropriate or illegal use of the government's computer resources and advising ICT of
any suspected activities by the authorized user.

.

Information & Communications Technology (ICT) is responsible for:

= mManaging electronic NEtwork. user accounts, inchuding identification, authentication and authorization access for YNCI users:

= monitoring the performance, security and integrity of electronic networks and systems: detecting and resolving problems;

» advising departmental officials and appropriate authorities of suspected unacceptable or illegal activities on a government computer of
electronic networks.

ACCOUNT USER(S) ACKNOWLEDGMENT

1 as authorized user of this account, acknowledge that this account and
any information stored in the account is not my personal property, but is the property of Government of Yukon.
I agree to fulfill my responsibilities as outlined on this form and in the i for Using Ci

DEPARTMENTAL CONTACT
Authorized User Signature Date System Administrator’s Signature Date
Supervisor's Signature Date Name of System Administrator (Please Print Clearly)

Name of Supervisor (Please Print Clearly)

Revised: 2005-Dec-16
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APPENDIX D — PRIVACY POLICY (https://cannabisyukon.org/privacy-policy)

The Yukon Liquor Corporation is committed to protecting your privacy. The collection, use, disclosure,
retention, and disposal of information collected via Yukon Liquor Corporation online properties, such as
our websites is done in compliance with the Access to Information and Protection of Privacy Act and

the Archives Act. The purpose of this privacy statement is to inform you of the personal information that
may be collected from you when you interact with the Yukon Liquor Corporation online.

Collection of personal information
Yukon Liguor Corporation websites collect personal information pursuant to section 29(c) of the Access
to Information and Protection of Privacy Act for the purposes stated below.

Communicating with the Yukon Liguor Corporation

If you choose to send an email or complete a feedback form online, your personal information may be
used in order to respond to your inquiry. Emails and other electronic methods used to communicate
with the Yukon Liquor Corporation are not secure unless it is specifically stated on a web page.
Therefore it is recommended that you do not send sensitive personal information using these methods.

Improving your experience on the Yukon Liquor Corporation websites
o Web analytics
Website analytics is the collection analysis measurement and reporting of data about website
traffic and visits for purposes of understanding and improving the Yukon Liquor Corporation website
usage. The Yukon Liquor Corporation uses analytics software to collect website visitor data. This
information is not used to identify individuals. When your computer contacts a Yukon Liguor
Corporation web page the following types of information are collected and used for website
analytics:

the originating IP address

the date and time of the request the type of browser used
the type of device used

the computer operating system used

the screen size being used

the page(s) visited the URL of

the page that was viewed prior to the current page

files that were clicked and downloaded

links to an outside domain that were clicked

the time it takes for web pages to be generated by the web server and then
downloaded by the user

o the main language of the browser being used

(ol (o (o (o3 (o 2 (o3 (o 3 (o 3 (02 [0}

e Cookies

Some Yukon Liguor Corporation websites may download a "cookie" to a visitor's computer. This is a
data file that the web server uses to remember the behaviours and preferences of the visitor;
thereby allowing the site remember shopping cart contents and to better respond to the visitor's
habits on subsequent visits. Any visitor with concerns over the collection of this type of information
should set their browser to not accept cookies or to display a warning that a cookie will be
downloaded if the site is accessed. Setting these browser options will not exclude the visitor from
any Yukon Liquor Corporation website but may prevent you from making purchases.
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® Registration

Some Yukon Liguor Corporation websites request visitors to register via an online form. This is done
so that the Government can deliver a service and respond more effectively to a specific identified
individual. The data from the form and its response will be stored to fulfill the service request. These
communications become part of the record of the transaction and must be managed according to
Yukon Liquor Corporation records management procedures. The personal information contained

within the communications is managed according to the requirements of the Access to Information
and Protection of Privacy Act.

e Processing Online Orders

If you choose to make purchased on a Yukon Liquor Corporation ecommerce website you will be
required to provide personal information to enable processing of your order. Order information will

be stored to fulfill the purchase request and managed according to !hkon Liquor Corporation

records management procedures jin compliance with the Access to Information and Protection o Commented [sk86]: Can you provide me with a copy of these
Privacy Act. procedures please

e Third party services we use
When you visit Yukon Liguor Corporation websites, or purchase products online, we use the
following third-party services which may collect personal data:

Data storage Priva
3rd party Purpose of collection location Personal data collected | policy link
Bambora Process payment for Canada e payment method Privacy
orders in our shop information policy

e billing name
o billing address

Canada Calculate shipping costs | Canada ® name Privacy
Post and deliver products e physical address policy
ordered in our shop e _email address

For questions about privacy on the Yukon Liquor Corporation websites contact the Director of Finance
and Information Services:

Susan Russell

Susan.Russell@gov.yk.ca

867-667-3704

9031 Quartz Rd Whitehorse YT Y1A 4P9
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égPENDIX E —TERM§ & CONDITIONS
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Formatted
order for a Product ordered through the CannabisYukon.org Website you will be notified by email and Formatted
we will only charge on your credit card for the Products that were fulfilled. Formatted
A Formatted

ORDER QUANTITIES —
YLC reserves the right to limit order quantities. Minimum and maximum order guantities as well as order [

values will be set and changed from time to time. YLC may reject an order if it appears you are Foumted

attempting to circumvent an order limit. Formatted

. Formatted
PRICING Formatted

Prices quoted on the CannabisYukon.org Website are in Canadian dollars. Prices are subject to change Formatted

without notice. Formatted
Formatted

DELIVERY
Formatted
\[ Formatted

Orders to a physical address will be delivered to any individual at that address who is over 19 vears of
age —see "AGE" above - and who is not intoxicated at the time of delivery (a "designated individual e

). The purchaser irrevocably agrees to permit any such designated individual to accept delivery on their
Formatted

behalf.
=gl Formatted
2 ‘><§ Formatted

Orders addressed to a PO box may be delivered to any individual (over 19 years of age — see "AGE" - e
— orma

above - wha is not intoxicated at the time of delivery) who is registered with Canada Post as associated

with that PO box. The purchaser irrevocably agrees to permit any such individual (a “designated :::iz
individual”) to accept delivery on their behalf. Formatted
Formatted
Formatted

delivered to their destination.

Formatted

A

Formatted

You will be contacted by email once your order has shipped.
Formatted
When you pick up Product you must present a copy of your shipping confirmation (which will be Formatted
emailed to you), and valid government issued photo ID, with proof of age. Products will only be released Formatted
to a person 19 vears of age or older, who is not intoxicated. Formatted
2 Formatted
Canada Post will not leave Products unattended. Formatted
A Formatted
Title to Product passes from YLC to you when you pick up the Product from YLC or when the Product is
. = PR - T . Formatted
received by you or a designated individual at the delivery address you indicated in your order, or when . —
retrieved from the Canada Post Depot or outlets by you or a designated individual. L
Formatted
IMPORTANT: Formatted
f vou or the designated individual are not at the delivery address to receive your shipment Canada Post Formatted
will keep Products at a postal outlet for fifteen (15) days before they are returned to YLC. Once Products Commented [sk87]: Why is it “May” and not “will"? what

are returned to YLC, Me may cancel your order] A refund will not be issued. Formatted

A Formatted
DELIVERY CHARGES

Formatted

2)3)3/313)3/3131313)31313)3)31313)3131313)3)3)313)3131 313131313131 31313)31 31 313)3)3) 31 3)

\( Formatted
N Formatted
59



0097

Formatted
Formatted
Formatted
your order. Products will only be shipped as a complete order. In the event YLC is unable to fulfill your Formatted
complete order you will be refunded for your order. Delivery charges are not refundable. Formatted
A
ERRORS (Formatted
YLC attempts to ensure that the information on the CannabisYukon.org Website is accurate. However R
no warranty of accuracy or completeness is expressed or implied. YLC expressly reserves the right to Formatted
correct errors and to change or update information on the CannabisYukon.org Website at any time Formatted
without notice. If a Product offered on the CannabisYukon.org Website is not as described, your only Formatted
remedy is to return it for a refund. In the event of an error in an order confirmation_in processing an Formatted
order _in delivering a Product or otherwise YLC reserves the right to correct the error and revise your Formatted
order accordingly or to cancel the order and to refund any amount charged to you. All refunds are Formatted
subject to the terms of "REFUNDS" set out directly below. Formatted
A Formatted
REFUNDS Fo——y
The Cannabis Yukon online store will ONLY accept returns or issue refunds if; e
e__YiCis notified of product issues within 30 days of purchase,
= e & 3 Formatted
e __Return is accompanied by the original receipt,
= Your order does not arrive, Formatted
e Your order arrives damaged or the packaging has been tampered with \[ Formatted
*__ You received a product you did not order or the order is incomplete. Y% Formatted
2 Formatted
e purchase price will be refunded in the applicable tender and means used for the purchase \{ Formatted

purchases retumed as cash, credit card Qurchases returned to original credit cardI all mobile or near

Formatted

Formatted

refundable.
- Formatted

A
All product returns require the purchaser’s name, address and telephone number and the purchaser’s

Commented [sk88]: This does not make sense

signature to acknowledge receipt of the refund. Customers returning product must also show valid Formatted
overnment-issued photo ID to verify their identity. If a customer does not provide this information, the Formatted
return will not be processed (see "Privacy Policy and Security Statement” section below). Formatted
Refunds will not be provided for returns without a receipt, /,_—[ Formatted
Formatted

GOVERNING LAW

F tted

These Terms and Conditions and each purchase of Products through the CannabisYukon.org Website are \{ —
overned by and shall be construed in accordance with_the laws of Yukon and Canada. il
“ Formatted

FORCE MAJEURE Formatted
YLC shall not be liable for any damages caused by any delay or failure to perform its obligations where Formatted

such delay or failure is caused directly or indirectly by an event beyond its reasonable control includin Formatted
without limitation, (i) acts of God, (i) natural disasters, (iii) acts of war, insurrection and terrorism, (iv) Formatted
Tttr)lkes lockouts and !abour disputes (v) government orders or regulations_or (vi) shortages of goods Foratied
R

abour or transportation ’><§ Formatied
DISCLAIMER AND LIMITATION OF LIABILITY O

xcept as expressly set out in these Terms and Conditions, there are no warranties, representations or ~ %“"“au"d
other agreements regarding the Products ordered through the CannabisYukon.org Website. All Formatted

Formatted
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deliveries and pick-up by a designated individual are deemed to have been received by the
Purchaser. To the extent permitted by law, YLC shall not be liable to you for indirect, special,

conseguential, incidental or punitive damages (including, without limitation, damages for or in relation

to lateness in delivery, loss of revenue or profits, or the cost of substitute goods), arising directly or

indirectly from any breach of contract (fundamental or otherwise) or from any warranties contained
herein_or from any acts or omissions that may give rise to legal liability (whether in tort_including for
negligence strict liability or under any other theory of legal liability) regardless of whether or not such
damages were foreseeable. In no event shall the liability of YLC arising out of or related to any order
exceed the total amount paid by you for the Product.
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DISCONTINUANCE

: Space After: 0 pt, Line spacing: single

YLC may discontinue or suspend temporarily or permanentt
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time without prior notice.
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PRIVACY POLICY & SECURITY STATEMENT
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YLC is committed to protecting the privacy and confidentiality of its customers' personal information.
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Please review the YLC Customer Privacy Policy,
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