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1.1.2 Scope of PIA (PIA manual reference: 5.2.2 Project scope) 
 

A Yukon Energy customer (user) will register her/his utility account(s) with an email address. 
Information will be retrieved from Yukon Energy’s billing system to ensure that the user requesting 
access to the account information is in fact the same user in which that electricity account is “owned” 
by. The Yukon Energy Statement Account Number and Customer Phone Number provided by the 
customer at the time of registration must match the customer’s records in Yukon Energy’s billing 
system.   

If the Statement Account Number and Customer Phone Number provided match the records in Yukon 
Energy’s billing system, an email is sent to the user informing him/her of the registration.  A link is 
provided for the user to set a password on the account.  Once the user has set the password, he/she can 
then log into MyAccount.  

When a user logs into MyAccount, current information from the customer’s billing account is retrieved 
from the billing system.  The customer can view billing history as well as the current bill. The bills will be 
retrieved on demand through the Bill Presentment (IDS) component of the billing system.  

The user will be able to provide updates to his/her account through MyAccount. Changes are emailed (in 
encrypted format) to Yukon Energy’s billing email folder for manual entry into the billing system. The 
billing email is accessed by less than 10 Yukon Energy customer service and finance team members.  If a 
mailing address is entered, MyAccount uses Canada Post’s “Address Complete” functionality to provide 
a valid mailing address.  

A user will also be able to pay their Yukon Energy bill by credit card. MyAccount redirects the user to a 
Moneris Hosted Pay Page which offers to collect the appropriate credit card information. At no time 
does Yukon Energy see or store a customer’s credit card number. 
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Oracle Cloud Platform  The Yukon Energy MyAccount portal is 
hosted on Oracle Cloud Platform as is ATCO’s 
MyAccount portal  

 

 

1.1.4 Objectives and Benefits (PIA manual reference: 5.2.4 Objective and benefits) 
 

By providing a self-service portal to its customers, Yukon Energy anticipates it will improve service and 
contribute to increased satisfaction.  

1.1.5 Description of Personal Information Collected (PIA manual reference: 5.3.1 Types of data (field 
level or clusters)) 
In the excel file below, complete Tab 2: Categories of PI.  

See Attachment 9. 
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3.1.4 Identify Privacy Risks/Security Threats regarding Accountability 
 

Privacy risks and security threats, including those involving accountability, have been identified and 
addressed through a security threat risk assessment – see Attachment 2. A list of mitigations completed 
since the security risk assessment was conducted to mitigate privacy risks and security vulnerabilities is 
outlined in Attachment 3. 

The following table has been intentionally left blank. 

# Privacy Risk/ 
Threat 

Likeli
- 
hood
1 

Impact
2 

Risk Level Mitigation 
Strategy 

Account-
ability 

Risk Level 
After  
Mitigation 

        
        
        

 Identifying Purpose (PIA manual reference: 5.5.2 Identifying Purposes) 
Objective: To ensure the purposes for which personal information is collected is identified by the public body 
or custodian at or before the time the information is collected. For more detailed information, see section 
5.5.2 in the PIA Manual. 
 
Relevant sections of legislation and policy: HIPMA Subsection 39(a): the purpose of the collection, use or 
disclosure of the personal health Information; and subsection 30(2) of the ATIPP Act. 

     

  

                                                           
1 1. The likelihood of an incident occurring:  

HIGH: There is a very good chance that the risk to privacy will occur, particularly if there is a history of it 
having frequently occurred in this or similar environments.  

MEDIUM: There is a good chance that the risk to privacy will occur, particularly if there is a history of it 
having previously occurred in this or similar environments.  

LOW: It is very unlikely that this risk to Privacy will occur.   
2 2. The impact of the incident should it occur. You should consider the impact on the organization as 
well as impact on the individuals who are the subject of the personal information:  

HIGH: There would be very serious – exceptionally grave consequences if the risk were to occur. 
MEDIUM: There would be significant consequences if the risk were to occur.  

LOW: There would be low - marginal consequences if the risk were to occur. 
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Questions for Analysis  Yes No N/D or 
N/A 

Details  

2.1  What is your legal authority to collect 
personal information? 

Y   Access to Information and 
Protection of Privacy Act 
(ATIPP) Yukon Collection s. 29 ( 
c )  

Uses. 35(1)(a) and (b) 
2.2  Is the personal information collected 
directly related to an operating program or 
activity? 

Y 
 

  See Yukon Energy 
Corporation’s and Yukon 
Electrical Company’s Terms 
and Conditions of Service, 
approved by the Yukon 
Utilities Board 

2.3  Is personal information being 
collected directly from the individual or 
their substitute decision maker?  If no, 
why not?   

 

Y 
 

   

2.4  If “no” to 2.3 is the personal 
information collected from another public 
body (ATIPP) or a custodian (HIPMA)? Is 
their disclosure authorized in law? 

    

2.5  Are positive identifiers collected (e.g. 
social insurance number, driver’s license 
number, medical record number)?  Note in 
the details if Yukon Health Insurance Plan 
Number is being collected and indicate 
whether there is specific authority to 
collect it.   

 N   

2.6  Have the purposes for which the 
personal information is collected been 
documented?  If yes, provide specifics.    

Y 
 

  The purpose for collection will 
be explained in the Yukon 
Energy My Account Client 
Portal Terms of Uses available 
at yukonenergy.ca 

2.7  Is all the personal information 
collected necessary to the operating 
program or activity (put another way, is 
the program collecting the minimum 
amount of personal information necessary 
for the program)? 

 

Y 
 

   

2.8  Is there notice at the collection stage 
that identifies the specific purposes for the 
collection, the authority for doing so and 
the individual serving as official contact? 

Y 
 

  The purpose for collection will 
be explained in the Yukon 
Energy My Account Client 
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 Portal Terms of Uses available 
at yukonenergy.ca 
Yukon Energy Corporation’s 
website also has a link to its 
Customer Privacy Policy and 
there is instruction on how to 
contact the company’s Privacy 
Officer  

 
2.9  Is the notice associated with the 
collection of personal information available 
and consistent across all mediums of 
collection?    

Y 
 

   

2.10  Are secondary uses contemplated for 
the information collected?   If yes, describe 
them in the details column. 

 N 
 

  

2.11  If personal information is to be used 
or disclosed for a secondary purpose not 
previously identified, is consent required? 

  N/A  

2.12  If consent is not required for 
secondary purpose use or disclosure, is 
there authority for the use or disclosure?   

 

  N/A  

2.13  Is personal information collected 
from a public database? 

 N 
 

  

2.14  Will program evaluation, quality 
assurance or security activities result in the 
collection of additional personal 
information? 

 N 
 

  

2.15  Does the program or activity involve 
the collection through a common client 
identifier?  If yes, provide details about the 
identifier. 

Y   Statement account number for 
the customer is common with 
that in Yukon Energy’s billing 
system. 

3.2.1 Describe how your project has notified the individual the purpose for which the personal 
information is being collected? Include sample collection notice. 
See link to Yukon Energy’s Customer Privacy Policy  
https://yukonenergy.ca/customer-service/accounts-billing/customer-personal-information-and-
privacy/customer-privacy-policy 
 
Also link to Yukon Energy’s “Terms of Use” for the MyAccount client portal  
https://yukonenergy.ca/customer-service/accounts-billing/my-account-client-portal-terms-of-
use 
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 Use, Disclosure and Retention of Personal Information (PIA manual reference: 5.5.5 
Limiting use, disclosure, and retention) 
Objectives:  
(1) To ensure personal information is used and disclosed for purposes it was collected, except with the 
consent of the individual or if authorized by law. 
(2) To ensure personal information is retained only as long as necessary for the fulfillment of the stated 
purposes and is destroyed as authorized by law. For more information, see section 5.5.5 of the PIA Manual. 
 
ATIPP Section 35: Use of Personal Information; ATIPP Sections 36 – 39: Disclosure of Personal Information; 
ATIPP Policies: Use and Disclosure of Personal Information; Archives Act Records Management Regulations 
Section 5. 
 

The MyAccount portal initiative will not use information already collected by Yukon Energy to deliver and 
bill customers for electricity for any new purpose; the portal is simply a more convenient way for a Yukon 
Energy customer to access their own billing, account and consumption information already held in the 
billing system and delivered monthly to them on their power bill.  

 
Yukon Energy customer data is already stored in Yukon Energy’s billing system, ATCO CIS. Yukon Energy 
customer information is disclosed to ATCO as ATCO is the supplier and service provider for Yukon Energy’s 
billing system. The implementation of the MyAccount client portal does not change or impact this 
arrangement. Information is transferred in encrypted format through a virtual private network (VPN). 

 
The authority to disclose the personal information is from the Access to Information and Protection of 
Privacy Act s. 36(b) and (c).  The personal information is disclosed with the consent of the individual. 

 
A Yukon Energy customer’s unique Statement Account Number and Customer Phone Number are used as 
primary identifiers to confirm the customer’s identity before access to MyAccount is granted. Once initial 
access is granted, the customer’s unique email address and password must be used to access the 
MyAccount site.  
 
The Oracle Cloud platform that is used for MyAccount portal uses an off-site backup data centre located 
in the United States. Only the customer’s user id and related statement account number is stored there.  
No personal information, customer account or billing data is retained on site. 

 
Yukon Energy customer data is not disclosed to another public body or custodian. 

  
Encrypted emails issued by the MyAccount system to Yukon Energy customer service staff outlining 
customer requests made on the MyAccount system will be retained for seven years. These files will be 
securely disposed of according to Yukon Energy’s records management policies and procedures. See 
Attachments # 4, 5 and 6. 
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3.5.1 Does your project use personal information to make decisions that directly affect(s) an 
individual(s)?   
For example:  A determination about whether an individual is entitled to income assistance, a decision on 
hiring an individual, or a determination about eligibility for subsidized housing.   
 
At minimum, address the following in your response: 

• Describe what measures will be taken to ensure personal information will be retained for at least 
one year. 
 

The personal information collected will not be used to make decisions that affect the individual. Encrypted 
emails issued by the MyAccount system to Yukon Energy customer service staff outlining customer 
requests made on the MyAccount system will be retained for seven years.  

3.5.2 What secondary uses or disclosures are contemplated for the personal information collected? 
At minimum, address the following in your response: 

• What the information will be used or disclosed for; 
• What organization will the information be used by or disclosed to;   
• Whether consideration has been given to de-identifying the information; 
• Whether data-linking will occur;  
• Whether unique identifiers will be used or assigned;  
• Whether a formal agreement has been entered into.  

o Does the agreement adhere to policy requirements? For example, as defined in the 
“Agreements” section in the Disclosure Personal Information Policy for ATIPP. 

Secondary uses of Yukon Energy customer data are not contemplated by this project.  

Yukon Energy customer data is already stored in Yukon Energy’s billing system. Yukon Energy customer 
information is disclosed to ATCO as ATCO is the supplier and service provider for Yukon Energy’s billing 
system. The implementation of the MyAccount client portal does not change or impact this 
arrangement.  There is a contractual agreement in place between to Yukon Electrical Corporation 
Limited (ATCO) and Yukon Energy that outlines these services and includes confidentiality clauses. 

3.5.3 Describe how personal information is used for evaluation or planning purposes. 
 

Not applicable  

3.5.4 Does the project disclose personal information for research or statistical purposes? If yes, 
please explain and attach the research agreement.  

 

Not applicable  
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As part of the registration process, the customer must provide an email address, their Yukon Energy 
Statement Account Number and the Customer Phone Number that is on the customer’s account. 
 
Information will be retrieved from Yukon Energy’s billing system to ensure that the user requesting access 
to the account information is in fact the same user in which that electricity account is “owned” by. The 
Statement Account Number and Customer Phone Number provided by the customer at the time of 
registration must match the customer’s records in Yukon Energy’s billing system.  
  
If the Statement Account Number and Customer Phone Number provided match the records in Yukon 
Energy’s billing system, an email is sent to the customer informing them of their registration. A link is 
provided in that email for the customer to set up a password. Once the user has set the password, they 
can then log into MyAccount using their email address and their password.  
 
Passwords must be at least 8 characters, have two of four character types and no same three characters 
in a row. The account is locked after five failed attempts. Password, as well as all other data, is encrypted 
at rest and in transit.  
 
When a user logs into MyAccount, current information is retrieved from Yukon Energy’s billing system.  
The customer can view billing history as well as the current bill.  The bills will be retrieved on demand 
through the Bill Presentment (IDS) component of Yukon Energy’s billing system. There is a 30 minute 
inactivity time out of the user session.  
 
The user will be able to provide updates to his/her account through MyAccount.  Changes are emailed to 
staff in Yukon Energy for manual entry into ATCO CIS.  If a mailing address is entered, MyAccount uses 
Canada Post’s “Address Complete” functionality to provide a valid mailing address.  

3.7.3 Describe how access to the information is controlled. 
Objective: Only individuals with a need to know have access to data; based upon job duties, restrict user 
functions to view, read, write, delete, and/or execute roles.  
 
At minimum, address the following in your response: 

• Are access privileges limited to the least amount of personal information required to carry out job-
related functions?  

• What method(s) is/are used? 
o User-based access: An individual has access to data based on who he or she is.  
o Role-based access: An individual has access to data based on his or her role within the 

organisation. 
o Context-based access: An individual has access to data based on where and when he or 

she is accessing the data. Context-based access also incorporates user-based and/or role-
based access to authenticate the user. 

• Is there an access control policy?  
o Does the access control policy clearly state the information access privileges for each 

defined role in the information system?  
o Does the access control policy clearly state the information access privileges for each 

defined role in the information system?  
o Is a formal user registration process in place?  
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 Does the user registration process include: verification of access levels, 
maintenance of records of access privileges, audit processes, and actions to 
ensure access is not granted until formally approved?  

 Is a current, accurate inventory of computer accounts maintained and is it 
reviewed on a regular basis to identify dormant, fictitious or unused accounts?  

o Is there a formal process to assign defined roles to users?  
o Is a monitoring process in place to oversee, manage and review user access rights and 

roles at regular intervals?  
• Are users given a written statement of their access rights and required to sign that they understand 

the conditions of access? 

See Access section of STRA page 14. 

A Statement Account Number and Customer Phone Number provided by the Yukon Energy customer at 
the time of registration must match the customer’s records in Yukon Energy’s billing system.   

If the Statement Account Number and Customer Phone Number provided match the records in Yukon 
Energy’s billing system, an email is sent to the customer informing them of their registration. A link is 
provided in that email for the customer to set up a password. Once the user has set the password, they 
can then log into MyAccount using their email address and their password.  

See Administrators section of STRA page 13. An Administrator requires an Active Directory account and 
multi factor authentication to gain access.   

3.7.4 Describe how you will audit or track who accessed information. 
 

Application and system logs are in place with alerting (see pages 15 and 16 of the STRA Attachment # 2) 
and are now being monitored (see Attachment # 3) by ATCO Group.  

3.7.5 Describe where and how information is transmitted.  
Objective: To safeguard against unauthorized access and modification during transmission (both physical 
and electronic information).  
 
At minimum, address the following in your response: 

• How does your program transmit information? 
o How often does your program transmit information?  
o Is there a procedure in place to ensure that any removal of personal information from the 

premises has been properly authorized?  
• Is data encrypted to prevent access by individuals without access rights? 

o Encryption is recommended for the following: 
 Back-up media that must leave the facility 
 Emails containing sensitive information 
 Laptops or mobile devices containing sensitive information 
 Internet sessions involving sensitive information 
 Any remote access sessions involving sensitive information 

o What method of encryption will be used? 

For data transmission, see Integrated Systems section of STRA page 13.  
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For encryption, see Application section of STRA page 13 and Operating Systems section of STRA page 16. 

3.7.6 Describe where and how information is stored. 
Objective: To safeguard against unauthorized access and modification at rest (both physical and electronic 
information). 
 
At minimum, address the following in your response: 

• Where is information stored? 
o Is information is stored in a SQL database on a server in the ICT data centre; on a third 

party’s server; filing cabinets? 
• Is data encrypted to prevent access by individuals without access rights? 

o What method of encryption will be used? 

See Data location section of STRA page 12. 

The data is stored in the Oracle Cloud Platform. The production data centre is located in Canada and the 
disaster recovery site in the United States. https://docs.cloud.oracle.com/en-
us/iaas/Content/KeyManagement/Concepts/keyoverview.htm 

3.7.7 Describe the physical security measures taken to protect the personal information.   
 

Yukon Energy Corporation’s Security Procedure RMP 005 applies to customer data collected by the 
MyAccount initiative. See Attachment # 6.  

3.7.8 Describe the technical security measures taken to protect the personal information. 
Objective: To secure the information system and the networks on which the data and information reside. 
 
At minimum, address the following in your response: 

• Does the organization use a variety of mechanisms (e.g. firewalls, routers, intrusion detection and 
prevention systems, audit logs, system performance tools, etc.) to continuously monitor the 
operations of their systems to detect anomalies in service delivery levels?  

o Are systems that are exposed to a public network “hardened”? 
o Does the LAN that is connected to a public network use perimeter defence safeguards? 
o If wireless devices are used, are the strongest security features of the wireless device 

enabled (encrypted and authentication, for example)? 
o Is a wireless intrusion detection system employed? 

• Are operating systems kept up-to-date with patches and fixes? 
• Is there a regular schedule for updating definitions and running scans with anti-virus, anti-spyware 

and anti-rootkit software?  
• Are expert websites and vendor software websites regularly checked for alerts about new 

vulnerabilities and patches?  
• Are all system/audit logs that relate to the handling of personal information regularly monitored?  
• Are procedures in place to ensure that security events (e.g. unauthorized access, unsuccessful 

system access attempts, etc.) are identified, recorded, reviewed and responded to promptly?  
• Are backup processes in place to protect essential business information such as production servers, 

critical network components, configuration backup, etc?  
• Are there controls that prevent or detect unauthorized software?  
• Is there a patch management process for new security vulnerabilities?   
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Technical security measures are drawn from the Oracle Cloud environment.  

See Data Location and Backup and Retention Capabilities of STRA page 12. 

See Administrators and Authentication Type of STRA page 13. 

See Compliance – Hosted Infrastructure and Data Processing – Data Validation of STRA page 14. 

See Infrastructure – Network of STRA pages 15 and 16. 

See Infrastructure – High availability capabilities of STRA page 16. 

See Operating Systems – Security context and Monitoring of STRA page 16. 

See Security Program section of STRA page 17. 

The Oracle Cloud environment includes firewalls, intrusion detection and prevention measures, access 
and event audit logging and system performance monitoring for denial of service attacks and other 
threats.  

ATCO has deployed System Event and Information Management (SIEM) software to assist with analysis 
of logging and provides notification of significant events. The reports from the SIEM system are regularly 
monitored by ATCO Group.  

MyAccount is a public facing portal and therefore the number of TCP (Transmission Control Protocol) 
ports that are open has been reduced to the minimum required to permit the required functionality for 
public access. See Attachment #2 STRA pages 15 and 21, and Attachment # 3. 

Wireless networks are not used for the MyAccount portal. Customers are able to use wireless networks 
to connect to MyAccount.  

Both Oracle Cloud and Yukon Energy’s billing system do regular updates to operating systems, firewalls 
and software used to detect malware. Both Oracle Cloud and Yukon Energy’s billing system have 
authorization processes for upgrades and have the ability to detect changes to software. There are scans 
done for reports of new security vulnerabilities and patches are applied as required and/or other 
mitigation measures are taken. 

There are disaster recovery processes and backup and restore processes for both the Oracle Cloud and 
the Yukon Energy’s billing system that are tested on an annual basis. Backup includes application data, 
operating system and application programming. The Oracle Cloud infrastructure is designed as high 
availability with redundancies for networks and servers. See Attachment # 2 STRA page 12 and 
Attachment # 3. 

  








